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Note:  This contains some on-gong discussion (in the comments) between Andy Davis of MSI and Tom Hengeveld of Harris.  These will be suitably decanted into a comment matrix when we review the document.
The membership and organization of groups within a domain is up to the LEF of the domain.  For interoperability purposes, SU should support some standard minimum of number of groupssupport a minimum of 10 (TBR) groups, and a current and future key for each group.  Group Key Management consists of a series of opportunistic exchanges between SU and the LEF of a domain. 
Editor’s Note:  FBI representative to ETG say that without specifying that group rekeying is required, then operations are compromised for organizations that buy radios from multiple vendors. 
Group keys may be distributed using individual or group methods.  An LEF determines which methods to use based on its understanding of the group key inventories of the SU’s under its control, and of which SU may be present in the domain.  When an SU receives a group key (either individually or by group methods) for a group that it is not currently a member of, it implicitly becomes a member of the group.  	Comment by c11115: This must be an individual delivery, true?
It seems you’re trying to avoid explicit membership list from LEF to SU by using this implicit join a group approach. How is an SU informed it has been removed from a group?	Comment by Hengeveld, Tom (US Person): Not necessarily.  You can efficiently create hierarchical groups by sending a higher node key to addressed to groups below it.  E.g., you have group A and group B, you want to create group C which includes both.  You send the key using group methods addressed to group A and then group B.
The high-level flow of Group Key Management is illustrated in Figure 1[footnoteRef:1] and relies on the inventory summary of Figure 2.  The inventory summary contains the number of LLE groups of which the SU is a member, an SHA-256 digest of the LGIDs of those groups, and an SHA-256 digest of the current and future GKIDs of its groups.  By comparing the summary provided by the SU to that computed from the ‘desired state’ of the SU, the FNE can determine whether the SU’s group membership is correct, and whether its group key inventory is correct.	Comment by c11115: A single incorrect summary covering both LGIDs and GKIDS does not identify if the problem is in LGIDs or GKIDs so, 
Poll for full LGID list and if that is correct, poll for full GKID list. This poll for everything scenario can be avoided if there are separate summaries for LGIDs and GKIDs sent together in the registration phase. 	Comment by Hengeveld, Tom (US Person): Note there are separate fields for GKID and LGID summaries in the summary message, so you can distinguish the two.  B) Depending on how small we want to make the digests, we could fit them in the registration, but …. [1:  For simplicity, routine acknowledgements are not illustrated in the figure.] 

 When a trunking SU completes its full registration within a domain, it sends an Inventory Summary (1),  at the earliest opportune time, to the LEF to help the LEF determine whether it needs to send any group keys to the SU.  (Alternatively, an LEF can request an Inventory Summary from an SU at any time (5).)  Likewise, conventional SU operating in a CFN domain should send an inventory summary to the LEF at a convenient time upon entering a CFN domain.  Based on the inventory summary, the LEF can determine which detailed inventory information (if any) is required to determine how to bring the SUs keys up to date.  If the LGID inventory doesn’t match, the LEF requests more a detailed inventory information group membership (2a,b) and corrects the LGID membership list of the SU (2c), and provides the keys for any missing groups (2d).  Subsequently, the LEF should request a new inventory summary.	Comment by c11115: After reviewing the emails prior to your vacation, I was exoecting an LGID Inventory Subbary and a GKID Inventory summary. 
If the LGID summary is correct, check the GKID summary. If the GKID summary is incorrect,
a. send GKID inventory request
b. send correct GKIDs based on response
c. request new GKID summary
If the LGID summary is incorrect, 
a. send LGID inventory request
b. send corrected LGID list 
c. send GKIDs for every LGID corrected
d. request new LGID and GKID summary
	Comment by Hengeveld, Tom (US Person): Both summaries are there, they’re just in the same message.
If only the key summary is incorrect, the FNE requests a detailed key inventory (3a,b), and subsequently uses individual or group methods (4) to provide or remove the mismatched keys.
LEF opportunistically send OSPs to announce the current and future group key ids for LLE group.  SU that are members of the group and lack one or more keys can request the given key or keys from the LEF.  The LEF then uses suitable individual or group methods to provide the keys, if appropriate.	Comment by c11115: If the SU does this inventory thing with the trunking or conventional LEF upon every registration/domain entry, then it seems the only need for the GKID announcement is to rotate GKIDs in the active SUs. This results in all active SUs needing a future GKID. We need to avoid a request flood somehow or eliminate the request after seeing a rotation. 	Comment by Hengeveld, Tom (US Person): I would broadcast the future key first, and then rotate the keys.  The key id has 4 bits, so you send the key, then rotate the keys. I think we’ll have a bit in the key distribution that tells the SU what to do with the keys that are obsoleted by the broadcast.  >><< We need to discuss potential methods for preventing storms.
All group key messaging is LLE encrypted.




[bookmark: _Ref490028612]Figure 1, High Level Flow for Group Key Inventory and Management


[bookmark: _Ref490029771]Figure 2, Inventory Summary
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