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Foreword

This foreword is not part of this document.

This document has been created in response to a request by the APCO/NASTD/FED Project 25 Steering Committee as provided for in a Memorandum of Understanding (MOU) dated April 1992 and amended December 1993. That MOU states APCO/NASTD/FED shall devise a common system standard for digital public safety communications (the Standard) commonly referred to as Project 25 or P25, and that TIA, as agreed to by the membership of the appropriate TIA Engineering Committee, will provide technical assistance in the development of documentation for the Standard.  If the symbol "P25" or the wording "Project 25" appears on the cover sheet of this document when published that indicates the APCO/NASTD/FED Project 25 Steering Committee has adopted this document as part of the Standard. The appearance of the abbreviation “P25” or the wording “Project 25” on the cover sheet of this document or in the title of any document referenced herein should not be interpreted as limiting the applicability of the information contained in any document to “P25” or “Project 25” implementations exclusively.
This document was generated in response to APCO Project 25 requirements [SoR] for the interface between a Key Management Facility (KMF) and a Key Fill Device (KFD).  However, it is applicable to any general land mobile communications system where such an interface is defined. 
This document has been developed by TR8.3 on Encryption with inputs from the APCO Project 25 Interface Committee (APIC), the APIC Encryption Task Group and TIA Industry Members.

The TIA makes no claims as to the applicability of the information contained in this document for any purpose although it is believed that the information will prove to be invaluable to manufacturers and operators of equipment applicable to the described interfaces. Some aspects of the specifications contained in this document may not have been operationally tested; however, a great deal of time and good faith effort has been invested in the preparation of this document to ensure the accuracy of the information it contains.
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Patent Identification

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

Addendum Introduction
The purpose of this addendum is to update information contained in TIA-102.AACD-A, “Key Fill Device (KFD) Interface”. This document describes an interface for transfer of Key Management Messages (KMM) between KFD-MR, KFD-KMF, KFD-AF and KFD-KFD.

Addendum Scope
See section 1.2 which outlines to full scope of this addendum. The existing parent document [AACD-A] functionality is intended to be unmodified as a result of the new features and functionality introduced by this addendum.
Addendum Changes and Numbering
This document will only include information relevant to the scope. The reader is referred to [AACD-A] for all other pertinent information. The next complete revision of [AACD] will incorporate the changes contained in this addendum; some rewording may be required to merge both documents together to produce text that does not contradict itself.

Changes to [AACD-A] are described in this document, starting at Section 1.0. Italic text in red provides instructions on how to incorporate changes between the existing KFD interface standard [AACD-A] and this addendum. If a section contains subsections, and neither the section nor subsections thereof change, only the section will be identified in this document. Note that section numbers identified in this addendum correspond where possible to the same section numbers in [AACD-A], however there are instances where existing text from one section has been moved to a different section number to make this addendum more readable. New or modified text is tracked in blue in order to assist the reader, if text has been moved but unmodified it remains black.
Addendum Revision History

	Date
	Document No.
	Comments

	3 February 2015
	ES0406-ME41_v100
	Initial draft

	19 June  2015
	ETG 15-021
	Revision after Etherstack/Motorola discussions

	27 January  2017
	ETG 17-TBD
	Incorporated combined comment matrix ETG 15-02-22


Table 1 – Document Revision History

1 INTRODUCTION

1.1 Purpose
The following text should be added to the corresponding paragraph from TIA-102.AACD-A.

· 
· 

This document describes additional interfaces between a Key Fill Device (KFD) and three other secure equipped endpoints:

· a Key Management Facility (KMF),

· an Authentication Facility (AF), or

another Key Fill Device.
The use of this interface between the KFD and the above endpoints within a system may involve manual rekeying, OTAR provisioning, OTAR rekeying 

and Link Layer Authentication.
1.2 Scope

2 The following text replaces the corresponding paragraph from TIA-102.AACD-A.

· 
· 

This document defines the physical layer, protocol and messages and procedures for the interfaces between a KFD and MR (existing AACD-A) or between the KFD and the three new Targets listed above.
An additional network transport is described in this document, which is applicable to both the existing KFD to MR interface and the additional Targets introduced in this document.


[image: image1]
Figure 1 – Typical LMR General System Model

This addendum:
- expands on KMF based encryption key management using a KMM forwarding technique instead of OTAR
- expands on KMF based encryption key management for OTAR provisioning
- expands on KFD based Authentication key management to include the Authentication Facility
- introduces key material transfer between; KMF/KFD, KFD/KMF, KFD/KFD and AF/KFD. 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10. 
2.1 Document Revision History

	
	
	

	
	
	

	
	
	

	
	
	


2.2 June, 2015, ETG 15-021, R1 Draft

January, 2017, ETG 17-TBD, R2 Draft


2.3 References

3 The following text replaces the corresponding paragraph from TIA-102.AACD-A.

3.1.1 The following documents contain provisions that, through reference in this text, constitute provisions of this document. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this document are encouraged to investigate the possibility of applying the most recent editions of the standards indicated below. American National Standards Institute (ANSI), IEEE, IETF, and TIA maintain registers of their currently valid standards published by them.
3.1.2 The appearance of “Project 25” in references below indicates the TIA document has been adopted by the APCO/NASTD/FED Project 25 Steering Committee as part of its Project 25 standard, i.e. “the Standard”.

Normative References

The following references should be added to the corresponding section in TIA-102.AACD-A.

The documents in the following table are normatively referred to by this document:

	Ref
	Document

	[AACD-A]
	TIA, Project 25 - Digital Land Mobile Radio – Key Fill Device (KFD) Interface Protocol, TIA‑102.AACD-A, August 2014

	[AACA-A]
	TIA, Project 25 - Digital Land Mobile Radio - Over the Air Rekeying (OTAR), TIA-102.AACA-A, September 2014

	[AACE-A]
	TIA, Project 25 - Digital Land Mobile Radio - Link Layer Authentication, TIA/EIA‑102.AACE-A, April 2011

	[AAAD-A]
	TIA, Project 25 - Digital Land Mobile Radio – Block Encryption Protocol, TIA/EIA‑102.AAAD-A, August 2009

	[BAJD]
	TIA, Project 25 - Digital Land Mobile Radio – TCP/UDP Port Number Assignments, TIA/EIA‑102.BAJD, October 2010

	[RFC791]
	RFC-791, Internet Protocol, IETF September 1981

	[RFC768]
	RFC-768, User Datagram Protocol, IETF September 1981

	[RFC793]
	RFC-793, Transmission Control Protocol, IETF September 1981

	[RFC2474]
	RFC-2474, Definition of the Differentiated Service Field in the IPv4 and IPv6 Headers, IETF December 1998

	[RFC2597]
	RFC-2597, Assured Fowarding PMB Group, IETF June 1999


Table 2 – Normative References
Informative References

4 The following references should be added to the corresponding section in TIA-102.AACD-A.

The following documents are informatively referred to by this document.  The versions and dates in these references are the latest available on the date of this document. 
	Ref
	Document

	[102]
	TIA, Project 25 System and Standards Definition, TSB102-C, March 2016

	[AAAB-A]
	TIA, Project 25 Security Services Overview, ANSI/TIA-102.AAAB-A, January 2005

	[AAAB-A-1]
	TIA, Project 25 Security Services Overview – Addendum 1, ANSI/TIA-102.AAAB-A-1, September 2014

	[AACE-A]
	TIA, Project 25 Link Layer Authentication, ANSI/TIA-102.AACE-A, April 2011

	
	

	
	

	
	

	
	

	
	

	[SoR]
	APCO, APCO Project 25 Statement of Requirements, March 2010

	
	

	
	

	
	

	[ETH]
	IEEE, Standard for Ethernet 802.3

	
	


Table 3 – Informative References
4.1 Definitions and Abbreviations
4.1.1 Definitions

The following table provides descriptions for technical terms or phrases used in this document which are not described in TIA-102.AACD-A .
	Term
	Description

	%
	Designates a number as a binary value consisting of a set of zeros or ones

	Target
	The endpoint connected to the KFD, can be either a MR, KMF, AF or another KFD

	Paired
	An Authentication key that has been associated with a single SUID

	Unpaired
	An Authentication key that has no current association to an SUID

	Assigned Encryption Key
	An encryption key that has a Storage Location Number (SLN) and Keyset ID, i.e. belongs to a Crypto Group (CG).

	Unassigned Encryption Key
	An encryption key that is not associated with any Crypto Group via a Storage Location Number or Keyset ID, but does contain valid key material, Algorithm ID and Key ID.

	Authentication Facility (AF)
	An Authentication Facility is responsible for recording authentication key pairings for subscriber units. It may also generate Paired or Unpaired authentication keys to be provisioned into an MR so both the radio and FNE can perform subscriber unit Authentication as defined in [AACE-A]


Table 4 – Definitions
4.1.2 Abbreviations

The following table provides descriptions of additional abbreviations used in this document which are not described in TIA-102.AACD-A .

	Abbreviation
	Description

	AF
	Authentication Facility

	IEEE
	Institute of Electrical and Electronic Engineers

	IP
	Internet Protocol

	KIT
	Key Fill Inactivity Timer

	LAN
	Local Area Network

	MAC
	Message Authentication Code

	MN
	Message Number

	
	

	SCO
	Session Control Opcode

	SDT
	Source Device Type

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol

	USB
	Universal Serial Bus

	
	


Table 5 – Abbreviations
5 KFD Interface Application Overview
The following section replaces the corresponding section described in TIA-102.AACD-A .
The Security Services Overview [AAAB-A-1] describes architectures which provide for the provisioning of key management information and key material via a wireline (Key Fill) method, wireless (OTAR) method, or both. Depending on the system configuration, type, size and other factors, one or both methods might be used to manage the Encryption parameters.

This document provides technical details for applications of the KFD interface as described in the Security Services Overview. These applications have been organized based upon the following operational uses including,
· Encryption Key Loading

· OTAR Provisioning & Forwarding
· Authentication Key Provisioning
Systems may utilize the KFD interface to enable one or more of these encryption features dependent upon the key management solution required, as described in the following sections. The KFD interface is used with one of four Target types, including MR, KMF, AF or another KFD.
This addendum:

· expands on KMF based encryption key management using a KMM forwarding technique instead of OTAR
expands on KFD based Authentication key management to transfer paired Authentication Key information from or to the Authentication Facility network element 
· introduces key material transfer between; KMF/KFD, KFD/KMF, KFD/KFD and AF/KFD. 

introduces an additional network transport option for the existing MR and new KMF, AF and KFD Targets.


11. 
12. 
13. 
14. 
15. 
16. 
17. 
18. 
19. 
20. 
5.1 Encryption Key Loading

6 The following section replaces the corresponding section described in TIA-102.AACD-A.

The KFD supports the ability to transfer encryption key information between the KFD and a Target. Encryption keys may be generated by the KFD or the Target, depending upon the source of key material as described by the following subsections.

6.1.1 KFD generates Encryption Key Material, transfers to MR
7 The following section is new in this document and based upon Section 2.1 in TIA-102.AACD-A.

KFD based key management can be used for systems that utilize encryption for voice or data security or authentication but do not employ a KMF or use OTAR procedures for the distribution of encryption keys. In such systems, a KFD provides the only means for managing encryption keys in the system.

All traffic encryption keys (TEKs) used in a KFD based system are entered and stored in one or more KFDs. The KFDs are then used to load the appropriate TEKs into each of the MRs in the system. As long as two MRs wishing to communicate securely have been loaded with a common TEK, secure communications can take place.
Keeping track of which MRs should be loaded with which TEKs is a manual process and is the responsibility of the KFD operator. 

There are four basic manual rekeying features when using a KFD based system. 
· Keyload

· Key Erase

· Erase All Keys

· View Key Info
See section 2.4 for a description of these manual rekeying KFD features.
These four manual rekeying KFD features provide the basis for managing a simple secure radio system.
7.1.1 KMF generates Encryption Key Material, transfers to MR via KFD

8 The following section is new in this document and not present in TIA-102.AACD-A.

This functionality provides a store-and-forward feature to transfer one or more KMMs, from the KMF to an MR (specific RSI) via a KFD.

This feature may be used  to enable a Target MR to receive a UKEK as part of OTAR provisioning; however this feature may also be used to transfer TEKs when the Target MR is not utilizing OTAR from a KMF.
Support is provided by the following new and existing rekeying KFD features,

· Initial KMF to KFD
· KMM Forward
· KFD to MR procedures, including 

· View Individual RSI

· KMM Forward
· 
· 
· 
· 
· 
· 
· Final KFD to KMF
· KMM Forward
8.1.1 Encryption Key Material Transfer, KMF to KFD

9 The following section is new in this document and not present in TIA-102.AACD-A.

This functionality enables transfer of unassigned key material that has been generated by or resides within the KMF and is transferred to the KFD. Unassigned keys are those which have not been assigned to a specific location in the recipient’s key storage database as defined in [AACA-A]. This allows a KFD which does not want to generate its own key material, but will use the KMF supplied keys instead.
Support is provided via the following rekeying KFD feature; see section 2.4.1 for a description of this KFD feature
· Keyload

9.1.1 Encryption Key Material Transfer, KFD to KMF

10 The following section is new in this document and not present in TIA-102.AACD-A.

This functionality enables a transfer of unassigned key material that has been generated by or resides within the KFD and is transferred to the KMF. Unassigned keys are those which have not been assigned to a specific location in the recipient’s key storage database as defined in [AACA-A]. This allows a KMF which is not capable of generating its own key material or for security purposes does not want to generate its own key material, but will use the KFD supplied keys instead.
Support is provided via the following rekeying KFD feature; see section 2.4.1 for a description of this KFD feature
· 
· Keyload
10.1.1 Encryption Key Material Transfer, KFD to KFD

11 The following section is new in this document and not present in TIA-102.AACD-A.

This functionality enables a transfer of unassigned key material that has been generated by or resides within a KFD and is transferred to a second KFD. Unassigned keys are those which have not been assigned to a specific location in the recipient’s key storage database as defined in [AACA-A]. This allows sharing of key material to facilitate interoperability between systems that need to use the same keys.

Support is provided via the following rekeying KFD feature; see section 2.4.1 for a description of this KFD feature
· Keyload
11.1 OTAR Provisioning & Forwarding
12 The following section is new in this document and based upon Section 2.2 in TIA-102.AACD-A.

KMF based systems utilize a Key Management Facility for centralized key management. The KMF distributes keys to MRs in the system primarily through the use of OTAR procedures but manual rekeying procedures can also be utilized. Furthermore, manual rekeying procedures are also required for initial provisioning of UKEKs to the MRs as well as provisioning of OTAR related key management parameters to the MRs. 

In a KMF based system, each MR in the system is provisioned with four items before OTAR procedures can be used to rekey that MR. These four items are:
· Unique Key Encryption Key (UKEK) per supported algorithm

· Individual Radio Set Identifier (Ind RSI)

· Key Management Facility Radio Set Identifier (KMF RSI)

· Message Number Period (MNP)

Also, ongoing OTAR operations may require a means to activate a keyset in an MR when that MR is not within OTAR coverage.
13 An MR may be provisioned with OTAR information in one of two ways,

1. Manual via KFD to MR
14 The following section is new in this document and based upon Section 2.2 in TIA-102.AACD-A.

To support KMF based systems, the following manual rekeying features should be supported by a KFD. See section 2.4 for a description of these manual rekeying KFD features.
· Keyload

· View Individual RSI

· Load Individual RSI

· View KMF RSI

· Load KMF RSI

· View MNP

· Load MNP

· View Keyset Info

· Activate Keyset

2. KMM Forwarding via KFD
15 The following section is new in this document and not present in TIA-102.AACD-A.

This functionality provides a store-and-forward feature to transfer one or more KMMs, from the KMF to an MR (specific RSI) via a KFD.

This feature may be used to deliver to the Target MR, one or more OTAR provisioning parameters from the KMF via the KFD. It may also be used to enable a Target MR to receive OTAR KMMs when delivery via the CAI is unavailable.
Support is provided by the following new and existing rekeying KFD features,

· Initial KMF to KFD
· KMM Forward
· KFD to MR procedures, including 

· View Individual RSI

· KMM Forward
· Final KFD to KMF

· KMM Forward
KMM Forwarding relies upon the target MR already having an Individual RSI that the KFD uses to determine which forwarded KMMs need to be delivered to it.
· 
· 
· 
· 
· 
· 
· 
· 

 When KMM Forwarding is used for OTAR provisioning to set the MR’s Individual RSI, if the MR does not already have an RSI the KFD may choose to allocate it a value and forward on all relevant KMMs to the chosen MR.

· 
15.1 Link Layer Authentication Key Management
16 The following section is new in this document and based upon content within Section 2.1 in TIA-102.AACD-A.

If the system enforces authentication as per [AACE-A], each SUID shall be associated with an authentication key (K) which can be used by both the FNE to verify the authenticity of the MR and optionally by the MR to verify the authenticity of the FNE. This K/SUID pair shall reside in the MR and the AF.

There are three variations of authentication key provisioning based upon the entity responsible for generating the authentication keys and the entity pairing a specific key to an SUID. The AF may also use KMM Forwarding for Authentication Key management of MRs. There is an additional feature to support reporting of deleted authentication key pairings to the AF. The Security Services Overview [AAAB-A-1] provides a thorough description of these variations and this document assumes the reader is familiar with these architectures. 
16.1.1 KFD possesses Authentication Key Material
In this application of the interface, the KFD possesses an authentication key and pairs it with an SUID. This use case requires two stages of operation,

Stage 1. The KFD possesses an authentication key, optionally pairs with an SUID and transfers the key to the Mobile Radio. This facility is already provided within the existing procedures section 2.4 of [AACD-A]

· View SUID Info

· Load Authentication Key
The pairing of K to SUID may be via the KFD first retrieving all SUID information from the MR and then performing one or more explicit pairings or it may skip the View SUID Info procedure and perform the Load Authentication Key without specifying an SUID, which results in the MR pairing K to its current active SUID.

Stage 2. To enable the FNE to perform authentication as per [AACE-A], a new feature has been added in this addendum,

· Report Paired Authentication Keys
This feature should be used by the KFD to inform the AF of K/SUID pairs that have been loaded into corresponding MRs. See section 3.8.20 for a detailed description of the procedure used for implementing this feature.  
16.1.2 AF generates Authentication Key Material
In this application of the interface, the AF generates unpaired authentication key(s). This variation requires an additional stage of operation,

Stage 1. The AF generates unpaired authentication key(s) and transfers them to a KFD. This is supported by a new procedure

· Load Unpaired Authentication Keys
See section 3.8.21 for a description of this procedure.
Once the KFD has one or more authentication keys it shall perform loading as per section 2.3.1, KFD possess Authentication Key Material.
Stage 2. 
· 
· 

Stage 3. 
· 

16.1.3 AF possess Authentication Key Material and pairs SUID

In this application of the interface, the AF possesses paired authentication key(s) and transfers the K/SUID mappings to a KFD.
Stage 1. The KFD establishes a session with the AF. The AF has either generated or possesses paired authentication key(s) and transfers them to the KFD. This is supported by the new feature

· Load Paired Authentication Key

See section 2.4.19 for a description of this procedure.


Stage 2. The KFD establishes a session with the MR and proceeds to load the authentication key(s) into the MR using the existing procedures,

· View SUID Info
· Load Authentication Key
The Load Authentication Key Command shall include an SUID to indicate the key is only to be paired with a particular SUID. The Load Authentication Key Response when successful shall include the SUID assigned fields. See section 2.4.14 for a description of this procedure.
Stage 3. To enable the FNE to perform authentication as per [AACE-A], a new feature has been added in this addendum,

· Report Authentication Key Pairing
This feature is the same for all authentication variations; see section 3.8.20 for a detailed description of the procedure used for implementing this feature. 
16.1.4 KMM Forwarding via KFD

The following section is new in this document and not present in TIA-102.AACD-A.

This functionality provides a store-and-forward feature to transfer one or more Authentication KMMs, from the AF to an MR (specific RSI) via a KFD.

Support is provided by the following new and existing rekeying KFD features,

· Initial AF to KFD
· KMM Forwarding
· KFD to MR procedures, including 

· View Individual RSI
· KMM Forwarding
· Final KFD to AF
· KMM Forwarding
16.1.5 Report Deleted Paired Authentication Keys
The following section is new in this document and not present in TIA-102.AACD-A.

This functionality provides the ability for the KFD to report one or more deleted Authentication Key pairing to the AF. This feature should only be used after the KFD has previously deleted an Authentication Key pairing from a MR.
Support is provided by the following new KFD feature,

· Report Deleted Paired Authentication Key

See section 2.4.21 for a detailed description of the procedure used for implementing this feature.

16.2 KFD Features
The following section is new in this addendum and is based upon the Manual Rekeying Features Sections 2.3 and 2.4 of TIA-102.AACD-A. 
Keyload

The Keyload feature of the KFD is used to transfer one or more encryption keys from the KFD to a connected Target for storage in a keyset within the Target. In a KFD based system, this feature is used to transfer one or more TEKs from a KFD to an MR. In KMF based systems, this feature is primarily used to load one or more UKEKs into the MR. However, loading of TEKs may also be needed when the MR is out of OTAR RF coverage area. 
The Keyload feature of the KFD may also be used to transfer encryption material either from the KFD to the Target or from the Target to the KFD. The key material may be unassigned, meaning it does not have any associated Storage Location Number (SLN) or Keyset ID as defined in [AACA-A]. 
See section 3.8.1 for a detailed description of the procedures used for implementing this feature.

16.2.1 Key Erase

17 Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.

17.1.1 Erase All Keys

18 Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.1 View Key Info

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.2 View Individual RSI

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.3 Load Individual RSI

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.4 View KMF RSI

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.5 Load KMF RSI

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.6 View MNP

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.7 Load MNP

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.8 View Keyset Info

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.9 Activate Keyset

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.1.10 View MNP

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.
18.2 

18.2.1 Load Authentication Key

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.

18.2.2 Delete Authentication Key

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.
18.2.3 View SUID Info

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.
18.2.4 View Active SUID Info

Review of the existing text in this section of TIA-102.AACD-A identified no additional change for this addendum.
18.2.5 


18.2.6 


18.2.7 


18.2.8 Load Unpaired Authentication Keys

This is a new section that does not exist in TIA-102.AACD-A .

The Load Unpaired Authentication Keys feature of the KFD is used to transfer unpaired authentication keys from the AF to the KFD. This feature is used to allow a KFD to use authentication keys during MR provisioning without generating the key material itself. See section 3.8.21 for a detailed description of the procedures used for implementing this feature.

18.2.9 Load Paired Authentication Keys

This is a new section that does not exist in TIA-102.AACD-A .

The Load Paired Authentication Keys feature of the KFD is used to transfer paired authentication keys from the AF to the KFD. This feature is used to allow a KFD to use authentication keys that have been associated to an SUID during MR provisioning without generating the key material or performing the pairing itself. See section 3.8.22 for a detailed description of the procedures used for implementing this feature.

18.2.10 Report Paired Authentication Keys

This is a new section that does not exist in TIA-102.AACD-A .

The Report Paired Authentication Keys feature of the KFD is used to transfer paired authentication key information from the KFD to the AF. This feature is used to ensure the AF has an accurate record of the SUID/K pairing that the MR has been provisioned with. See section 3.8.20 for a detailed description of the procedures used for implementing this feature.

18.2.11 Report Deleted Paired Authentication Keys
19 This is a new section that does not exist in TIA-102.AACD-A .

20 The Report Deleted Paired Authentication Key feature of the KFD is used by the KFD to inform the AF of one or more deleted paired authentication keys. This feature is used to ensure the AF has an accurate record of the SUID/K pairing that the MR may no longer have been provisioned with. See section 3.8.22 for a detailed description of the procedures used for implementing this feature.

20.1.1 
20.1.2 KMM Forwarding

This is a new section that does not exist in TIA-102.AACD-A .

The KMM Forwarding feature of the KFD is used to transfer a KMM from either the KMF or AF to the MR via a KFD. This feature is used to encapsulate a KMM so the KMF or AF can provision or modify key management information on the destination MR without using the CAI. See section 3.8.17, 3.8.18 and 3.8.19 for a detailed description of the procedures used for implementing this feature.

21 Interface Protocol Definition

The following section replaces the corresponding section described in TIA-102.AACD-A.
This section describes the protocols that are supported on the KFD-Target interface. All interfaces are applicable to any of the four KFD Targets, including KFD-MR, KFD-KMF, KFD-AF and KFD-KFD, provided the KFD and Target both support the underlying physical connection and protocol stack selected.
21.1 KFD-Target Interface

The following section supplements the corresponding section described in TIA-201-AACD-A.
This addendum adds support for a network physical connection. The details of the physical and link layers for these connections are described below and in sections 3.2, 3.4 and 3.5 .

This addendum adds support for TCP within the transport layer of the KFD-Target interface protocol stack. This provides reliability of the KFD application layer which is useful when used over remote or poor network links. Details of this transport layer are described further in this document, section 3.6.2 and in reference [RFC793].
The protocol stack that is supported on the KFD-Target interface using TCP/IP over a network connection is shown below in Figure 2.
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Figure 2 – KFD TCP/IP Network Connection Protocol Stack
Equipment may offer any industry standard physical and link layer protocols that support IPv4 when network connections are used, in addition to the standard interfaces described in section 3.1 of [AACD-A] for secure direct connections
.

When using a remote network connection to transport sensitive KFD information, the security of the key management messages is provided via the KFD Interface Protocol. As part of session establishment between the KFD and the Target, a TEK shared between both endpoints enables encryption of the KMM contents. This is referred to in this document as outer layer encryption. 

The underlying network layers may also provide additional security, e.g. a VPN or IPsec may be present at the network layer. 
21.2 Physical Layer (USB)
21.2.1 RS232
Review of the existing text in section 3.2 of TIA-102.AACD-A identified no additional change for this addendum.
21.2.2 USB
22 Review of the existing text in section 3.3 of TIA-102.AACD-A identified no additional change for this addendum.


22.1.1 Ethernet

22.1.2 The following section is new in this document and not present in TIA-102.AACD-A.
The physical interface used by the KFD and Target may consist of an Ethernet connection. The complete description of this physical interface standard is found in reference [ETH]. IPv4 is the only network layer supported by this physical interface for this KFD specification.
Equipment conforming to this KFD interface shall offer the option of Ethernet 100 Base-T with a RJ-45 connector as the physical and data link layers.

Equipment may offer any industry standard physical and link layer protocols that support IPv4 when network connections are used, in addition to the Ethernet 100 Base-T standard interface described above for direct connections
.

22.1.3 




22.2 Physical Layer (USB)

The following section from TIA-102.AACD-A has been moved to section 3.2.2.
22.3 Data Link Layer

The following section replaces the corresponding section described in TIA-102.AACD-A.
When used over a RS232 or USB physical connection, a PPP connection is required at the Data Link Layer. See section 2.2.2 of reference [AACD-A] for details.
When the KFD interface is used over a network connection, the data link layers are considered part of the underlying physical layer interface as described above. 

22.4 Network Layer
The following section replaces the corresponding section described in TIA-102.AACD-A.
IPv4 is used for network layer communication. All IP addresses are in the unicast IP space; multicast and broadcast traffic is not used. Time-to-Live (TTL), Type of Service (TOS), and Precedence fields within IP headers are set to default values. See Reference [RFC791] for additional details
When using PPP link layer over RS232 or USB, the KFD learns the necessary IP addressing information from the Target during establishment of PPP connectivity.

When using a network connection, the KFD shall be configured with the IP address of the Target. 
For services over the KFD, the IPv4 header fields SHALL be set as follows (all numbers are in decimal):




DS (8 bits):


The DS field comprises two subfields:







DSCP and CU [RFC2474 ]







DSCP (6 bits):






The DSCP value is owner/user configurable and 






SHOULD be set according to the actual QoS 






required for any given packet. For KFD messages, 






the DSCP value SHOULD be set to %100010, 






Assured Forwarding Class 4 Low Drop [RFC2597].







CU (2 bits): (currently unused)
22.5 Transport Layer

The following section replaces the corresponding section described in TIA-102.AACD-A.
When using RS232 or USB for the physical connection, UDP shall be used for the transport layer. When using a network connection, TCP shall be used for the transport layer.
22.5.1 UDP
Review of the existing text in section 3.6 of TIA-102.AACD-A identified no additional change for this addendum.
22.5.2 TCP

23 The following section is new in this document and not present in TIA-102.AACD-A.

When using TCP as the transport layer, this provides confirmed, ordered IP delivery and can also provide early detection of network loss between the KFD and the Target. See Reference [RFC793] for more details.

The Target device acts as the TCP server and shall expect to receive communications from a KFD which acts as TCP client. When the KFD is itself the Target for a connection, it shall be listening for TCP session establishment. 
The Target expects to receive communications from a Key Fill Device on a configured TCP port, as defined in TIA 102.BAJD Reference [BAJD], however the supported range for the destination TCP port is any of those available for P25 services specified in TIA 102.BAJD.

	
	
	
	

	
	
	
	



The source port for messages sent by the KFD and Target device shall be selected from the approved P25 range of ports. 
The Target device will use the source port value in messages received from the KFD as the destination port for messaging sent to the KFD.  
Keep alive at the TCP layer is not required due to the Key Fill Inactivity Timer (KIT) at the application layer providing a quicker determination of a disconnection between a KFD and a Target.
When multiple Target types are supported by a single host, different TCP listen port numbers shall be used to distinguish between application types. The KFD Interface session also carries Target type information that should be used to verify the correct connection Target, see section 3.7.2
23.1 KFD Interface Protocol Application Layer

24 The following section replaces the corresponding section described in TIA-102.AACD-A.

25 The purpose of the KFD Interface Protocol is to provide a method for exchanging Key Management Messages (or KMMs) on the KFD interfaces. KMM Datagrams are used to deliver KMMs over the interface. The format of the KMM Datagram permits encryption. The encryption format for KMMs is defined in reference [1]. 
26 The KFD Interface Protocol also defines the procedure for the exchange of KMMs between the KFD and TargetMR. This exchange procedure is referred to as an exchange session. During an exchange session, the KFD and TargetMR can alternate roles of originator and recipient of KMM Datagrams. After a device sends a KMM Datagram on the interface, it shall go into receive to accept a KMM Datagram. Only then can it send a subsequent KMM Datagram.
27 
27.1.1 Message Format
Message Format over UDP

Review of the existing text from section 3.7.1 of TIA-102.AACD-A identified no additional change for this addendum.




27.1.2 Message Format over TCP
The following section replaces the corresponding section described in TIA-102.AACD-A.

a) 
b) 
c) 

27.1.3 

When using TCP/IP network transport, a message header is required to facilitate the transport of KMM datagrams over the link. This header is only required when using TCP transport, for UDP the KFD-Interface Protocol shall be used directly over UDP transport without this header. 

 SHAPE  \* MERGEFORMAT 



Figure 3 – KFD TCP/IP Network Connection Message Format



The KFD TCP Message Header fields are described below.

	Octet 0
	Rsvd
	Version
	

	1
	Reserved
	

	2
	Message Length (bits 15-8)
	

	3
	Message Length (bits 7-0)
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 6 – KFD TCP Message Header Format
Rsvd Field Definition

The Rsvd (Reserved) field allocates 3 bits for future use.   

All bits in this field shall be set to a binary value of %000.

Version Field Definition

The Version field allocates 5 bits to define the Message Header version being used.

The version number shall be set to a binary value of %00000.

Changes made to the message header in the future will require a new version number.

Reserved Field Definition

This octet is reserved for future use and shall be set to $00 (zero).

Message Length Field Definition

The Message Length represents the number of octets that follow this field.  

27.1.4 




27.1.5 

27.1.6 Exchange Procedure

The following section supplements the corresponding section described in TIA-201-AACD-A.
This addendum re-uses the session between the KFD and the Target but has been extended to support additional KFD features and new target types. Additional Source Device Types are required to identify the new AF and KMF Targets required to support KFD sessions, see section 3.10.2.32.

The original version of the exchange procedure should be considered version 0 and this version of the session exchange procedure should be considered version 1. The exchange procedure for version 1 has 7 parts:

1) Establish Session Connection
2) [Optional] Connection encryption initialisation

3) Begin session
4) KMM transfer from KFD to Target (MR, KMF, AF or KFD)

5) KMM transfer from Target (MR, KMF, AF or KFD) to KFD

6) End Session
7) 
8) Disconnect Session
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Figure 4 –Successful Exchange Session (Version 1) between KFD and Target
Figure 4 illustrates the use of the generic exchange session in the context of each new Target KFD interface scenario. An exchange session is dedicated to information exchanges associated with a single Target type. For instance, a KFD may connect to a KMF for the purpose of exchanging information associated with a KMM procedure. In this case the KFD would perform all necessary information to transfer KMMs to the KMF and then send the Session Control (Transfer Done) message. Once the KMF Target receives this message, it has the opportunity to deliver KMMs to the KFD. Once the KFD receives the Session Control (Transfer Done) message from the KMF Target, the KFD performs the Session Control (End Session) sequence followed by the Session Control (Disconnect) sequence. 
The KFD shall be configured with the underlying transport address of the desired target and the expected application type (i.e. KMF, AF, KFD or MR). For a KFD network connection this consists of an IPv4 address and TCP Port number. After the physical connection is established, the KFD sends a Session Control (Ready Req) and the Target responds with a Session Control (Ready General Mode). 
In the KFD connection establishment response, the Source Device Type octet is used by the KFD as a confirmation that the target device supports the application type identified by the underlying transport associated with the Session Control (Ready Req) message. 
When used between a KFD and a Target that is transported over an insecure connection, outer layer encryption shall be applied
. The session establishment sequence allows the KFD to determine whether it wants to optionally protect the connection transactions using a TEK, either pre-provisioned
 or delivered using the Warm Start procedure. If the KFD possesses a TEK for use in securing the connection, the Warm Start messages are omitted and use of that TEK may begin with either the Session Control (Ready Req) or Session Control (Begin Session) messages
. 
The Warm Start procedure depends on a pre-provisioned KEK in
 order to protect the delivery of the TEK that will be used to protect the connection. The TEK delivered by the Warm Start procedure is used to protect all KMMs, including Session Control, during the connection. The TEK shall be discarded at both the KFD and Target when the final Session Disconnect Ack message is processed or the session is prematurely disconnected due to a KIT timeout. The warm start is intended to provide a TEK that will be used to outer layer encrypt the KMM transfers. When the KFD interface optionally protects the connection, the following excerpt from AACA-A section 13 applies to the KFD interface:

“When a key of a specific algorithm is transported in a KMM, it shall be inner layer encrypted, outer layer encrypted, and MAC'd using the same algorithm type. The algorithm used shall be equal to or greater than the security strength of the transported key.”

The Warm-Start procedure used by the KFD interface is similar to the OTAR Warm-Start procedure [section 8.15 of AACA-A], with some variations. The KFD Warm-Start procedure is initiated by the KFD sending a Warm-Start-Command message [Section 10.2.30, AACA-A] to the Target. The KFD shall request an immediate Rekey-Acknowledgment message [Section 10.2.26, AACA-A], Delayed-Acknowledgment or no response options are not allowed. The Warm-Start-Command is sent clear but carries a temporary TEK; (inner layer) encrypted using the KEK known to both the KFD and Target. The Target extracts the temporary TEK, authenticates the command and sends a Rekey-Acknowledgment message. This KMM is encrypted and authenticated using the temporary TEK received in the Warm-Start-Command. 

The Warm-Start-Command message includes the Algorithm ID and the Key ID for the temporary TEK, encrypted with the KEK. The Storage Location Number is neither needed nor used for the temporary TEK. If the ALGID and Key ID of the temporary TEK is the same ALGID and Key ID of a TEK already held within the Target, the Target returns an error indication to the KFD [see Table 14, AACA-A]. The KFD should attempt to continue session communications with the Target using this TEK.

· 
· 
The pre-provisioned TEK or the KEK Warm-Start key required for encrypting communications between the KFD and a network connected Target must be present in both the KFD and Target devices. These keys are not required to be stored as part of the key storage map defined in [AACA-A] since the keys are never referenced via the key’s SLN and Keyset ID. The loading of these keys into the KFD or Target may be via a direct KFD interface or manual entry.


If the Target receives a KMM within a session connection that does not have the appropriate outer layer encryption applied, it shall either ignore the request or respond with a Negative Acknowledgement.

The KFD and Target each require an RSI to populate KMMs and need to fill out other common KMM Header fields, see section 3.9.1. 
Subsequent sections in this document do not show the session information but only provide the procedures which use individual KMM steps associated with each Target segment.

The Key Fill Inactivity Timer (KIT) is applicable to the new Target types AF, KMF and KFD. The KFD connection should be considered active only while this inactivity timer remains active. See section 3.7.2 of [AACD-A] for more details on KFD session inactivity.
When the KFD begins a session with the AF Target it may specify the WACN/System identifiers so that the session is only applicable for authentication keys belonging to SUIDs within that system. See section 3.9.2.33 for more details.
If a KFD sends a Version 0 Ready Request to the Target, the Target shall reply with a Version 0 Ready General Mode including its source device type.

If a KFD sends a Version 1 Ready Request to the Target and the Target does not support this version of the KFD interface it should respond with a Negative Acknowledgement KMM (Status = $03 Invalid Message ID). The KFD should retry using a Version 0 Ready Request if it receives this negative acknowledgement from the Target. 
A KFD that uses the Version 1 Session Control should ensure that all session control message within a particular connection session use the extended form of session control messaging without mixing the existing Session Control described in section 3.9.2.33 of [AACD-A]. 

27.2 Manual Rekeying KFD Application Sublayer

The following section replaces the corresponding section described in TIA-102.AACD-A.
The KFDManual Rekeying application provides the manual rekeying KFD features. The KFDManual Rekeying application determines what KMMs need to be transferred for the particular KFD feature selected. The KMMs are then passed to KFD Interface Protocol for transfer to the recipientMR. 
The following sections identify the manual rekeying procedures that are used to implement either the manual rekeying, OTAR provisioning, OTAR forwarding or Authentication provisioning features. A manual rekeying procedure initiated by the KFD consists of a KMM being sent from the KFD to the TargetMR and the appropriate KMM response being sent from the TargetMR to the KFD. A procedure initiated by the Target consists of a KMM being sent from a Target and the appropriate KMM response being sent from the KFD. For some manual rekeying features, a series of manual rekeying procedures is required. 

When the KFD is interfacing with Target types other than an MR, i.e. KMF, AF and another KFD, the procedure determines what KMMs need to be transferred for the particular KFD interface feature. For some of these new features, the KFD is connected to multiple targets and so, a series of procedures is required.

Furthermore, the recipientMR shall respond with a Negative Acknowledgement KMM (Status = $03 Invalid Message ID) for all messages that the recipientMR does not understand. 


Applicability of procedures for each of the Target types is shown in Table 7 below.
	KFD Procedure
	MR
	KMF
	AF
	KFD

	Keyload
	Yes
	Yes
	-
	Yes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Erase Keys
	Yes
	-
	-
	-

	Erase All Keys
	Yes
	-
	-
	-

	View Key Info
	Yes
	-
	-
	-

	View Individual RSI
	Yes
	-
	-
	-

	Load Individual RSI
	Yes
	-
	-
	-

	View KMF RSI
	Yes
	-
	-
	-

	Load KMF RSI
	Yes
	-
	-
	-

	View MNP
	Yes
	-
	-
	-

	Load MNP
	Yes
	-
	-
	-

	View Keyset Info
	Yes
	-
	-
	-

	Activate Keyset
	Yes
	-
	-
	-

	Load Authentication Key
	Yes
	-
	-
	-

	Delete Authentication Key
	Yes
	-
	-
	-

	View SUID Info
	Yes
	-
	-
	-

	View Active SUID Info
	Yes
	-
	-
	-

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	KMM Forwarding, Initial
	-
	Yes
	Yes
	-

	KMM Forwarding, MR Delivery
	Yes
	-
	-
	-

	KMM Forwarding, Final
	-
	Yes
	Yes
	-

	
	
	
	
	

	Transfer Unpaired Authentication Keys
	-
	-
	Yes
	-

	Transfer Paired Authentication Keys
	-
	-
	Yes
	-

	Report Paired Authentication Keys
	-
	-
	Yes
	-

	Report Deleted Paired Authentication Keys
	-
	-
	Yes
	-

	
	
	
	
	


Table 7 – Supported Procedures for Targets


27.2.1 Keyload

The following section modifies the corresponding paragraph from TIA-102.AACD-A.
To load encryption keys, the following KMM exchange is recommended: 

1. The KFD sends an Inventory-Command (List Active Keyset IDs) KMM to the TargetMR. The TargetMR replies with an Inventory-Response KMM. 

2. The KFD sends one or more Modify-Key-Command KMMs to the TargetMR. The TargetMR replies to each with a Rekey-Ack KMM. 

The complete exchange session showing all KMMs for the Keyload feature is shown below.
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Figure 5 – Exchange Session for the Keyload feature

27.2.2 Load Individual RSI

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.3 Load KMF RSI

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.4 Load MNP

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.5 Erase Keys

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.6 Erase All Keys

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.7 View Key Info

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.8 View Individual RSI

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.9 View KMF RSI

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.10 View MNP

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.11 View Keyset Info

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.12 Activate Keyset

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.13 Load Authentication Key

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.14 Delete Authentication Key

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.15 View SUID Info

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.16 View Active SUID Info

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.2.17 
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27.2.18 
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27.2.20 KMM Forwarding, Initial 

The following section is new in this document and not present in TIA-102.AACD-A.
To initiate KMM forwarding from the KMF or AF into a MR via the KFD, the following KMM exchange is recommended to perform initial loading of KMMs into the KFD. 

1. The KMF/AF sends one or more KF-Envelope-Command (KF-Env-Cmd) KMMs to the KFD. The KFD replies to each with a KF-Envelope-Response (KF-Env-Rsp) KMM.

The complete procedure showing all KMMs for this feature is shown below.
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Figure 6 – KMM Forwarding, Initial Procedure from KMF/AF to KFD

In this initial procedure the Key Fill Envelope (KF-Env) Command KMM message body contains a KMM that includes or carries a KMM as defined in section 3.9.2.34.
	
	
	

	
	
	

	
	
	


	Key Management Message
	Carries KMM
	Comment
	Response Kind

	KF-Env-Cmd
	Yes
	New command KMM that carries an existing KMM.
	3 (Immediate)

	KF-Env-Rsp
	No
	New response KMM that indicates the result of a KMM forward segment.
	1
(None)


Table 8 – KMM Forwarding KMF/AF to KFD Message Mappings

The KF-Env-Cmd and KF-Env-Rsp KMM are new messages, defined in section 3.9.2.34 and 3.9.2.35. The KF-Env-Cmd KMM carries an existing KMM from [AACD-A or AACA-A] to allow the KFD to store the existing KMM for later delivery to the MR. In this procedure, the KF-Env-Rsp KMM does not carry any KMM and only reports the result of a KMM forward segment.
27.2.21 KMM Forwarding, Delivery to MR 

The following section is new in this document and not present in TIA-102.AACD-A.

To forward KMMs to a MR via the KFD, the following KMM exchange is recommended to perform loading of KMMs into the KFD. 

1. The KFD sends one or more KF-Envelope-Command (KF-Env-Cmd) KMMs to the MR. The MR replies to each with a KF-Envelope-Response (KF-Env-Rsp) KMM.

The complete procedure showing all KMMs for this feature is shown below.
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Figure 7 –KMM Forwarding, Loading Procedure from KFD to MR

In this procedure the Key Fill Envelope (KF-Env) Command KMM message body contains information to identify which KMMs require delivery to a specific MR. The identifier shall be a RSI so the KFD first performs an inventory command to retrieve the individual RSI of the MR. The KFD then sends the Key Fill Envelope Command KMM that carries a KMM as defined in section 1.1.1.1. 

	Key Management Message
	Carries KMM
	Comment
	Response Kind

	KF-Env-Cmd
	Yes
	New command KMM that carries an existing KMM.

The carried KMM is that from the Initial KMM Forwarding procedure KF-Env-Cmd.
	3 (Immediate)

	KF-Env-Rsp
	Maybe
	New response KMM that indicates the result of a KMM forwarding segment.

This response usually carries a KMM which is required to be delivered back to the KMF/AF in the final KMM forwarding procedure. Some KMM procedures may result in no KMM present in the response so this message includes an option indicating the presence of a carried KMM.
	1 (None)


Table 9 – KMM Forwarding KFD to MR Message Mappings

The KF-Env-Cmd and KF-Env-Rsp KMM are new messages, defined in section 3.9.2.34 and 3.9.2.35. 

27.2.22 KMM Forwarding, Final 

The following section is new in this document and not present in TIA-102.AACD-A.
During KMM Forwarding from a KMF or AF into a Target via the KFD, the following KMM exchange is recommended to return response KMMs into the KMF or AF. 

1. The KFD sends one or more KF-Envelope-Command (KF-Env-Cmd) KMMs to the KMF or AF. The KMF or AF replies to each with a KF-Envelope-Response (KF-Env-Rsp) KMM.

The complete procedure showing all KMMs for this feature is shown below in Figure 8.
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Figure 8 –KMM Forwarding, Final Procedure from KFD to KMF/AF
In the KMM Forwarding, Final Procedure the Key Fill Envelope (KF-Env) Command KMM message body contains a carried KMM as defined in section 3.9.2.34. 
	Key Management Message
	Carries KMM
	Comment
	Response Kind

	KF-Env-Cmd
	Yes
	New command KMM that carries an existing KMM.
	3
(Immediate)

	KF-Env-Rsp
	No
	New response KMM that indicates the result of a KMM forward segment.
	1

(None)


	
	
	

	
	
	

	
	
	


Table 10 – KMM Forwarding KFD to KMF/AF Message Mappings

The KF-Env-Cmd and KF-Env-Rsp KMM are new messages, defined in section 3.9.2.34 and 3.9.2.35. The KF-Env-Cmd KMM carries a KMM from [AACD-A or AACD-A] to allow the KFD to return MR KMM responses to the KMF or AF which were obtained from the KFD to MR Loading Procedure (section 3.8.18).

27.2.23 Report Paired Authentication Keys
The following section is new in this document and not present in TIA-102.AACD-A.
This procedure shows the exchange of KMMs between a KFD and AF for the purposes of informing the AF of assigned K/SUID pairings.
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Figure 9 –Report Paired Authentication Keys from KFD to AF

Table 11 below shows the mappings used by the KMMs in this procedure to those already defined in [AACD-A]. Where there is a difference in use of the KMM, the comment describes how the KMM should be applied.

	Key Management Message
	Comment
	Response Kind

	Report-Paired- Authentication-Key-Cmd
	New KMM as defined in section 3.9.2.38.

	3 (Immediate)

	Report-Paired-Authentication-Key-Rsp
	New KMM as defined in section 3.9.2.41.


	1 (None)


Table 11 – Report Paired Authentication Keys, KFD to AF Message Mappings

27.2.24 Transfer Unpaired Authentication Keys
The following section is new in this document and not present in TIA-102.AACD-A.
This procedure shows the initial exchange of KMMs between an AF and a KFD for the purposes of transferring unpaired authentication keys into the KFD.
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Figure 10 –Transfer Unpaired Authentication Keys from AF to KFD
Table 12 below shows the mappings used by the KMMs in this procedure.
	Key Management Message
	Comment
	Response Kind

	Transfer-Unpaired-Authentication-Key-Cmd
	New KMM as described in section 3.9.2.36.


	3 (Immediate)

	Transfer-Unpaired-Authentication-Key-Rsp
	New KMM as described in section 3.9.2.37 

Status field indicates success/failure to load unpaired key.
	1
(None)


Table 12 – Transfer Unpaired Authentication Keys, AF to KFD Message Mappings
The Transfer Unpaired Authentication Key Command can only transport a single Authentication Key; if multiple keys are required then this procedure must be repeated.
27.2.25 Transfer Paired Authentication Keys

The following section is new in this document and not present in TIA-102.AACD-A.
This procedure shows the initial exchange of KMMs between an AF and a KFD for the purposes of loading paired authentication keys into the KFD.
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Figure 11 –Transfer Unpaired Authentication Keys from AF to KFD

Table 12 below shows the mappings used by the KMMs in this procedure.

	Key Management Message
	Comment
	Response Kind

	Transfer-Paired-Authentication-Key-Cmd
	New KMM as described in section 3.9.2.38.


	3 (Immediate)

	Transfer-Paired-Authentication-Key-Rsp
	New KMM as described in section 3.9.2.39
Status field indicates success/failure to load paired key.
	1 (None)


Table 13 – Transfer Unpaired Authentication Keys, AF to KFD Message Mappings

The Transfer Paired Authentication Key Command can only transport a single Authentication Key; if multiple keys are required then this procedure must be repeated.

27.2.26 Report Deleted Authentication Keys

The following section is new in this document and not present in TIA-102.AACD-A.
This procedure shows the exchange of KMMs between a KFD and AF for the purposes of informing the AF of deleted authentication key pairings.
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Figure 12 –Report Deleted Authentication Keys from KFD to AF

Table 14 below shows the mappings used by the KMMs in this procedure to those already defined in [AACD-A]. Where there is a difference in use of the KMM, the comment describes how the KMM should be applied.

	Key Management Message
	Comment
	Response Kind

	Report-Deleted-Authentication-Key-Cmd
	New KMM as defined in section 3.9.2.42

 
	3 (Immediate)

	Report-Deleted-Authentication-Key-Rsp
	New KMM as defined in section 3.9.2.43.



	1 (None)


Table 14 – Report Deleted Authentication Keys, KFD to AF Message Mappings

27.3 KMMs

The following text supplements the corresponding section described in TIA-201-AACD-A.
This addendum to the KFD interface extends [AACD-A] which re-uses KMMs that are defined by OTAR [AACA-A] and also defines new KMMs.

The following rows should be added to Table 1 of [AACD-A]. 
	Keyloading KMM
	Msg ID:Inv Type
	Valid

Rsp Kind
	Re-Used OTAR KMM

	
	
	
	

	
	
	
	

	Key Fill Envelope Command
	$F1
	3
	No

	Key Fill Envelope Response
	$F2
	1
	No

	Transfer Unpaired Authentication Key Command
	$41
	3
	No

	Transfer Unpaired Authentication Key Response
	$42
	1
	No

	Transfer Paired Authentication Key Command
	$43
	3
	No

	Transfer Paired Authentication Key Response
	$44
	1
	No

	Report Authentication Key Command
	$45
	3
	No

	Report Authentication Key Response
	$46
	1
	No

	Report Deleted Authentication Key Command
	$47
	3
	No

	Report Deleted Authentication Key Response
	$48
	1
	No


Table 1 – Manual RekeyingKFD KMM List

27.3.1 KMM Header Definitions

The following section modifies the corresponding paragraph from TIA-102.AACD-A.
The KMM header for all KMMs defined in this document is as defined in Reference [1]. 

When the KFD is used over a secure connection, the KMM header shall be filled as follows: 

Message ID field set appropriately 

Message Length field set appropriately 

Rsp field in Message Format set appropriately 

MN field in Message Format always set to 0 (No Message Number Used) 

· MAC field in Message Format always set to 0 (No MAC Used) 

· The KFD shall use $FFFFFF as the Destination RSI if it doesn’t know the Individual RSI value of the MR; the MR shall always accept a KMM whose Destination RSI is $FFFFFF. Otherwise, the KFD may use the Individual RSI of the target MR as the Destination RSI, or may continue to use $FFFFFF as the Destination RSI. The MR shall set the Destination RSI to the KFD’s Individual RSI value for KMMs returned from the MR to the KFD. 

The Source RSI field is set appropriately. The MR is permitted to accept any Source RSI, including the All-Call ($FFFFFF).
When the KFD is used over an insecure connection, the KMM header shall be filled as follows: 

· Message ID field set appropriately 

· Message Length field set appropriately 

· Rsp field in Message Format set appropriately 

· MN field in Message Format always set to %10 (2 octet Message Number in use, see section 3.9.1.1) 

· MAC field in Message Format always set to %10 (Enhanced MAC present) 

· The KFD shall use $FFFFFF as the Destination RSI only if it doesn’t know the Individual RSI value of the Target; the Target shall always accept a KMM whose Destination RSI is $FFFFFF. Otherwise, the KFD should use the Individual RSI of the Target as the Destination RSI. The Target shall set the Destination RSI to the KFD’s Individual RSI value for KMMs sent to the KFD. 

· The Source RSI field is set by assigning the KFD its own RSI value prior to any KFD session. 
· Message Number (MN) Handling
· The Message Number (MN) in the KMM Header is a 16-bit sequence number used to prevent message playback. MN’s are included on messages sent both from and to the KFD. To identify each MN, a KMM sent from the KFD include a KFD MN, a KMM sent from the Target includes a Target MN.
· The KFD shall assign and keep track of its KFD MN for each Target that uses an individual RSI for network communications. The KFD shall keep track of the Target MN for each Target that uses an individual RSI. 
· The Target shall assign and keep track of its Target MN for the KFD RSI to which is sends a KMM. The Target shall keep track of one or more KFD MNs for each individual RSI from which it receives a KMM.
· Both the KFD and Target increment their respective MN for each new KMM command that is sent. It is the responsibility of the receiver to validate the MN. This validation involves ensuring the received MN falls within the range of allowable values (see section 13.6.4 of [AACA-A]).

· For each Target RSI that a KFD communicates with, the KFD shall maintain a record of the last valid received Target MN. The MN value in KMM responses shall use the MN value received in the KMM command. When sending a response to a Target command, the Target uses the KFD MN and inserts it into the MN field of the response. Similarly, when the KFD sends a response, the KFD uses the Target MN and inserts it into the MN field of the response.
· The MN on both the KFD and Target shall be stored in non-volatile memory to enable the continuation of the MN sequence to continue indefinitely or until re-synchronized.

· MN Synchronization is possible through the use of the Session Control (Begin Session) KMM. This includes a flag associated with a new MN value which shall be used by both the KFD and Target for all future KMMs, excluding the Session Control (Begin Session Ack).








27.3.2 KMM Body Definitions

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.1 Change-RSI-Command
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.2 Change-RSI-Response
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.3 Changeover-Command
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.4 Changeover-Response


Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.5 Inventory-Command (List Active Kset IDs)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.6 Inventory-Response (List Active Kset IDs)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.7 Inventory-Command (List RSI Items)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.8 Inventory-Response (List RSI Items)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.9 Inventory-Command (List Keyset Tagging Info)

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.10 Inventory-Response (List Keyset Tagging Info)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.11 Inventory-Command (List Active Keys)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.12 Inventory-Response (List Active Keys)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.13 Inventory-Command (List MNP)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.14 Inventory-Response (List MNP)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.15 Inventory-Command (List KMF RSI)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.16 Inventory-Response (List KMF RSI)


Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.17 Modify-Key-Command
The following section modifies the corresponding paragraph from TIA-102.AACD-A.
Extended Decryption Instruction octet 
The Extended Decryption Instruction Format octet is defined as follows:
	Octet 1
	0
	U
	Reserved
	

	
	7 
	6 
	5 
	4 
	3 
	2 
	1 
	0 
	


Table 15 – KFD TCP Message Header Format

Bit 7
The most significant bit (b7) is unavailable and shall be set to zero
U
Defines whether the key(s) within the modify key command are unassigned. A value of 1 indicates unassigned, a value of 0 indicates assigned keys. When unassigned is used, the Keyset ID and SLN fields of all corresponding keys present in the Modify-Key-Command shall be ignored.
Reserved Field Definition

The Reserved field allocates 6 bits (b5 – b0) for future use.

All bits in this field shall be set to a binary value of %000000.

27.3.2.18 Negative-Acknowledgement
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.19 Rekey-Acknowledgement
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.20 Zeroize-Command
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.21 Zeroize-Response
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.22 Load-Config-Command
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.23 Load-Config-Response
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.24 Unable to Decrypt Response

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.25 Load Authentication Key - Command
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.26 Load Authentication Key - Respose
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
27.3.2.27 Delete Authentication Key – Command
28 Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.








28.1.1.1 Delete Authentication Key - Response
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
28.1.1.2 Inventory-Command (List SUID Items)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
28.1.1.3 Inventory-Response (List SUID Items)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
28.1.1.4 Inventory-Command (List Active SUID)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
28.1.1.5 Inventory-Response (List Active SUID)
Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
28.1.1.6 Session Control KMM

29 


	
	
	

	
	
	

	
	
	

	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	
	
	
	
	
	
	
	














29.1.1.1 
The following text supplements the corresponding section described in TIA-201-AACD-A.
The information below describes the modified (Version $01) Session Control Message Body format.
	Octet 0
	Version
	

	1
	Session Control Opcode
	

	2
	Source Device Type
	

	3
	  Rsvd
	M
	WACN ID (bits 19-16)
	

	4
	WACN ID (bits 15-8)
	

	5
	WACN ID (bits 7-0)
	

	6
	System ID (bits 11-8)
	

	7
	System ID (bits 7-0)
	

	8
	Message Number
	

	9
	
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 16 – Version 1 Session Control Message Format

Version. Shall be set to $01
Session Control Opcode. 

$00: not used


$01: Ready Request

$02: Ready General Mode

$03: Transfer Done

$04: End Session

$05: End Session Ack

$06: Disconnect

$07: Disconnect Ack

$08: Begin Session

$09: Begin Session Ack

$0A-$FF: Reserved
Source Device Type. The Source Device Type identifies the device type of the originator of a transmitted Session Control KMM. The Source Device Type is set based upon which device is sending the Session Control KMM. If a Target is capable of supporting more than one device type then a separate session shall be used for each.

$00: Not Used 

$01: KFD


$02: MR


$03: KMF


$04: AF 


$05-$FF: Reserved
MN Flag. The Message Number flag defines whether the Message Number field in the Message Number 
field is valid. A binary value of %0 defines that the message number field 
should be ignored. A 
binary value of %1 indicates that the Message Number field applies.
Rsvd. Reserved for future use.

WACN ID. If set, the KMM procedures may be restricted to subscriber units that are home to matching 
WACN and SYSTEM ID information. If not applicable this field should have all fields set to 0.

SYSTEM ID. If set, the KMM procedures may be restricted to subscriber units that are home to matching 
WACN and SYSTEM ID information. If not applicable this field should have all fields set to 0.

Message Number. If applicable, the 16-bit initial value for both the KFD and Target Message 
Numbers. The format for this field is defined in Section 13.6 of [AACA-A] Message Number 
Processing. 
The Version 1 Session Control message can be used to verify that the KFD and Target are establishing a session for a particular System. This is primarily intended for an AF which may service multiple systems by limiting the authentication procedures to just those that apply to a single System.

A KFD that uses the Version 1 Session Control should ensure that all session control message within a particular connection session use this form of session control messaging without mixing the existing Version 0 Session Control described in section 3.9.2.33 of [AACD-A]. 

29.1.1.2 
29.1.1.3 Key Fill Envelope Command
The following section is new in this document and not present in TIA-102.AACD-A.
This is a new KMM identified by a new Message ID. The message body contains the KMM which is being forwarded which may be either a command or response dependent upon whether this KMM is used as part of the initial or final KMM forwarding procedure. 

	Octet 0
	Destination RSI
	

	1
	
	


	2
	
	

	3
	Reserved                           
	P
	

	Octets 4 - n
	Forwarded KMM

	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 17 – Key Fill Envelope Command Message Format

Destination RSI - Identifies the Command or Response target. When used for a KMM Command this identifies the MR destination within the forwarded KMM Command. When used for a forwarded KMM Response this identifies the KMF or AF. This field does not refer to the KFD RSI that is used within other addressing messages. Group or All Call RSIs shall not be used for the destination RSI within this message.
P - Identifies whether the command pertains to an OTAR provisioning KMM. This field may be used by the KMF, KFD or MR. A binary value of %0 (bit 0) indicates that this is not part of an OTAR provisioning KMM. A binary value of %1 indicates the Forwarded KMM is part of an OTAR provisioning sequence.
Octets 4-n - The KMM Command or Response being forwarded. For a KMM Command, the response kind inside this message must be either Response Kind 1 (None) or Response Kind 3 (Immediate).
The following table describes Forwarded KMMs that may be used as a KMM inside this message and the applicable use case,

	KMM
	OTAR Provisioning
	OTAR Forwarding
	AF Provisioning

	Capabilities-Command
	-
	Yes
	-

	Capabilities-Response
	-
	Yes
	-

	Change-RSI-Command
	Yes1
	Yes1
	-

	Change-RSI-Response
	Yes1
	Yes1
	-

	Changeover-Command
	Yes
	Yes
	-

	Changeover-Response
	Yes
	Yes
	-

	Delayed-Acknowledgment
	-
	-
	-

	Delete-Key-Command
	-
	Yes
	-

	Delete-Key-Response
	-
	Yes
	-

	Delete-Keyset-Command
	-
	Yes
	-

	Delete-Keyset-Response
	-
	Yes
	-

	Deregistration-Command
	-
	-
	-

	Deregistration-Response
	-
	-
	-

	Hello
	-
	-
	-

	Inventory Command (All variations)
	-
	Yes
	-

	Inventory Response (All variations)
	-
	Yes
	-

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Key-Assignment-Command
	-
	Yes
	-

	Key-Assignment-Response
	-
	Yes
	-

	Modify-Key Command
	Yes
	Yes
	-

	Modify-Keyset-Attributes-Command
	-
	Yes
	-

	Modify-Keyset-Attributes-Response
	-
	Yes
	-

	Negative Acknowledgment
	Yes
	Yes
	Yes

	No-Service
	-
	-
	-

	Registration-Command
	-
	-
	-

	Registration-Response
	-
	-
	-

	Rekey-Acknowledgment
	Yes
	Yes
	-

	Rekey-Command
	Yes
	Yes
	-

	Set-Date-Time-Command
	-
	-
	-

	Unable-To-Decrypt-Response
	Yes
	Yes
	Yes

	Warm-Start-Command
	-
	-
	-

	Zeroize-Command
	Yes
	Yes
	-

	Zeroize-Response
	Yes
	Yes
	-

	Load-Config-Command
	Yes
	-
	-

	Load-Config-Response
	Yes
	-
	-

	Load Authentication Key Command
	-
	-
	Yes

	Load Authentication Key Response
	-
	-
	Yes

	Delete Authentication Key Command
	-
	-
	Yes

	Delete Authentication Key Response
	-
	-
	Yes

	Inventory Command (List SUID Items)
	-
	-
	Yes

	Inventory Response (List SUID Items)
	-
	-
	Yes

	Inventory Command (List Active SUID)
	-
	-
	Yes

	Inventory Response (List Active SUID)
	-
	-
	Yes

	Session Control KMM
	-
	-
	-

	
	
	
	

	KMM Forwarding, Initial
	-
	-
	-

	KMM Forwarding, MR Delivery
	-
	-
	-

	KMM Forwarding, Final
	-
	-
	-

	Transfer Unpaired Authentication Keys
	-
	-
	-

	Transfer Paired Authentication Keys
	-
	-
	-

	Report Paired Authentication Keys
	-
	-
	-

	Report Deleted Paired Authentication Keys
	-
	-
	-



Table 18 – KMMs used as Forwarded KMMs
1. Change-RSI may modify the Individual RSI of the MR which is used by the KFD to determine which MR to forward one or more KMMs. If the Change-RSI is used as a Forwarded KMM then the destination MR’s RSI may be altered during delivery of multiple KMMs. The KFD shall remember the original Individual RSI of the MR when delivering multiple forwarded KMMs with the same destination RSI delivery address, i.e. the MR’s modified RSI is not visible to the KFD during KMM forwarding.
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10. 
11. 
12. 
13. 
29.1.1.4 Key Fill Envelope Response

The following section is new in this document and not present in TIA-102.AACD-A.
This is a new KMM identified by a new Message ID. The message body contains an indication of whether the KFD, KMF, AF or MR could accept the forwarded KMM. This message only indicates acceptance of the initial KMM forward by the KFD, the delivery to an MR or the final KMM forward by the KMF/AF. A successful KMM forward response does not imply that the carried procedure was successful, only that the delivery of the forwarded KMM could be made.

	Octet 0
	Status                           
	

	1
	Reserved                          
	P
	M
	

	 2
	Destination RSI
	

	3
	(Optional)
	


	4
	
	

	
	
	
	

	Octets 5 - n
	Forwarded KMM
  (Optional)

	

	
	7
	6
	5
	4
	3
	2
	1
	0
	

	
	
	

	
	
	
	
	
	
	
	
	
	


Table 19 – Key Fill Envelope Response Message Format

Status 
– Indicates if the delivery of the KMM Forward Command KMM was successful or not. See section 10.3.24 of [AACA-A].
P - Identifies whether the response pertains to an OTAR provisioning KMM. This field may be used by the KMF, KFD or MR. A binary value of %0 (bit 0) indicates that this is not part of an OTAR provisioning KMM. A binary value of %1 indicates the Forwarded KMM is part of an OTAR provisioning sequence.
M - Identifies whether the response contains both a valid Dest RSI and Forwarded KMM response. This field shall only be used by the MR and not for other Targets involved in KMM forwarding. A binary value of %0 (bit 0) defines that the Dest RSI and Forwarded KMM field is not present. A binary value of %1 indicates the presence of the Dest RSI and Forwarded KMM field.
Destination RSI - Identifies the Response target of the KMM procedure being forwarded through the KFD. When used for a KMM Response this identifies the KMF or AF. Not all procedures that were forwarded via the KFD to an MR result in a KMM response, so this field is optional.

Octets 5-n - The KMM Response to the procedure being forwarded to the MR. Not all procedures that were forwarded via the KFD to an MR result in a KMM response, so this field is optional. 


29.1.1.5 Transfer Unpaired Authentication Key Command

The following section is new in this document and not present in TIA-102.AACD-A.

The Transfer Unpaired Authentication Key Command Message Body is shown below in Table 20
	Octet 0
	Decryption Instruction Format
	Decryption Instruction Block

	1
	Algorithm ID
	

	2
	Key ID
	

	3
	
	

	4

(i = 0 or 9)i+3
	Message Indicator (Optional)

[0 or 9 octets]


	End of Block

	i+4
	Algorithm ID
	Authentication Block

	i+5
	Key Length
	

	i+6
	Authentication Key
  [Key Length Octets]
	

	i+6 + Key Length
	
	End of Block

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 20 – Transfer Unpaired Authentication Key Command Message Format

This message can be used to transport a single unpaired authentication key between the AF and KFD. Optionally the Authentication Key may be encrypted with a KEK identified by the Decryption Instruction Block information. 
For the field definitions, see section 3.9.2.24 of [AACD-A].

29.1.1.6 Transfer Unpaired Authentication Key Response

The following section is new in this document and not present in TIA-102.AACD-A.

The Transfer Unpaired Authentication Key Response Message Body is shown below in Table 21
	Octet 0
	Status
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 21 – Transfer Unpaired Authentication Key Response Message Format

This message can be used to report on the transport of a single unpaired authentication key between the KFD and a Target device. 

For the field definitions, see section 3.9.2.25 of [AACD-A].

29.1.1.7 Transfer Paired Authentication Key Command

The following section is new in this document and not present in TIA-102.AACD-A.

The Transfer Paired Authentication Key Command Message Body is shown below in Table 20
	Octet 0
	Decryption Instruction Format
	Decryption Instruction Block

	1
	Algorithm ID
	

	2
	Key ID
	

	3
	
	

	4

(i = 0 or 9)i+3
	Message Indicator (Optional)

[0 or 9 octets]


	End of Block

	i+4
	SUID (55-48)
	

	i+5
	SUID (47-40)
	

	i+5
	SUID (39-32)
	

	i+6
	SUID (31-24)
	

	i+7
	SUID (23-16)
	

	i+8
	SUID (15-8)
	

	i+9
	SUID (7-0)
	

	i+10
	Algorithm ID
	Authentication Block

	i+11
	Key Length
	

	i+12
	Authentication Key

  [Key Length Octets]
	

	i+6 + Key Length
	
	End of Block

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 22 – Transfer Paired Authentication Key Command Message Format

This message can be used to transport a single paired authentication key between the AF and a KFD. Optionally the Authentication Key may be encrypted with a KEK identified by the Decryption Instruction Block information. 

For the field definitions, see section 3.9.2.24 of [AACD-A].

29.1.1.8 Transfer Paired Authentication Key Response

The following section is new in this document and not present in TIA-102.AACD-A.

The Transfer Paired Authentication Key Response Message Body is shown below in Table 21
	Octet 0
	Status
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 23 – Transfer Paired Authentication Key Response Message Format

This message can be used to report on the transport of a single paired authentication key between the AF and a KFD device. 

29.1.1.9 Report Paired Authentication Key Command

The following section is new in this document and not present in TIA-102.AACD-A.

The Report Paired Authentication Key Command Message Body is shown below in Table 24
	Octet 0
	Decryption Instruction Format
	Decryption Instruction Block

	1
	Algorithm ID
	

	2
	Key ID
	

	3
	
	

	4

(i = 0 or 9)i+3
	Message Indicator (Optional)

[0 or 9 octets]


	End of Block

	i+4
	SUID (55-48)
	Authentication Block

	i+5
	SUID (47-40)
	

	i+6
	SUID (39-32)
	

	i+7
	SUID (31-24)
	

	i+8
	SUID (23-16)
	

	i+8
	SUID (15-6)
	

	i+10
	SUID (7-0)
	

	i+11
	Algorithm ID
	

	i+12
	Key Length
	

	i+13
	Authentication Key

  [Key Length Octets]
	

	i+13 + Key Length
	
	End of Block

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 24 – Report Paired Authentication Key Command Message Format

This message can be used to transport a single paired authentication key between the KFD and an AF. Optionally, the Authentication Key may be encrypted with a KEK.
For the field definitions, see section 3.9.2.24 of [AACD-A].

29.1.1.10 Report Paired Authentication Key Response

The following section is new in this document and not present in TIA-102.AACD-A.

The Report Paired Authentication Key Response Message Body is shown below in Table 21
	Octet 0
	Status
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 25 – Report Paired Authentication Key Response Message Format

This message can be used by the AF to respond to the KFD sending a report paired authentication key command. 

For the field definitions, see section 3.9.2.25 of [AACD-A].

29.1.1.11 Report Deleted Paired Authentication Key Command

The following section is new in this document and not present in TIA-102.AACD-A.

The Report Deleted Paired Authentication Key Command Message Body is shown below in Table 24
	Octet 0
	SUID (55-48)
	

	1
	SUID (47-40)
	

	2
	SUID (39-32)
	

	3
	SUID (31-24)
	

	4
	SUID (23-16)
	

	5
	SUID (15-8)
	

	6
	SUID (7-0)
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 26 – Report Deleted Paired Authentication Key Command Message Format

This message can be used to report, by the KFD to the AF, the deletion of a single paired authentication key from a MR. 


For the SUID field definitions, see section 3.9.2.24 of [AACD-A].

29.1.1.12 Report Deleted Paired Authentication Key Response

The following section is new in this document and not present in TIA-102.AACD-A.

The Report Paired Authentication Key Response Message Body is shown below in Table 21
	Octet 0
	Status
	

	
	7
	6
	5
	4
	3
	2
	1
	0
	


Table 27 – Report Deleted Paired Authentication Key Response Message Format

This message can be used by the AF to respond to the KFD sending a report deleted paired authentication key command. 

For the field definitions, see section 3.9.2.25 of [AACD-A].








Annex A (Normative): CRC Generation (Register & State Table)

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
Annex B (Normative): Three Wire Half Duplex Interface

Review of the existing text in section of TIA-102.AACD-A identified no additional change for this addendum.
Annex C (Informative): OTAR Forwarding via KFD Example

This section describes an example sequence where the KFD interface is used to deliver one or more OTAR messages. This could be used when the CAI is not available to transport the OTAR KMMs and instead the KFD provides the mechanism by which the KMF can deliver these to an MR.


Sections of messages shown in red indicate fields that are sent unencrypted, i.e. no outer-layer encryption is being applied.

As described in section2.2.2, KMM Forwarding is divided into three stages.

Stage 1, KFD connects to KMF and KMF transfers forwarding OTAR KMM Commands.
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 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



Stage 2, KFD connects to MR and delivers Forwarding KMM and obtaining a KMM Response

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



Stage 3, KFD connects to KMF and KFD transfers the forwarding OTAR KMM responses.
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 SHAPE  \* MERGEFORMAT 



Annex D (Informative): OTAR Provisioning via KFD Example

This section describes an example sequence where the KFD interface is used to deliver one or more OTAR provisioning messages. This could be used as part of the initial OTAR setup phase required on a MR.

The difference in this example is that the Destination MR does not have any Individual RSI or KMF RSI during session establishment. The Forwarded KMMs from the KMF are required to be delivered to the MR before the MR knows these values. In this example, the Individual RSI, KMF RSI, MNP and UKEK are delivered to an MR.
Sections of messages shown in red indicate fields that are sent unencrypted, i.e. no outer-layer encryption is being applied.

As described in section 2.2.2, KMM Forwarding is divided into three stages.

Stage 1, KFD connects to KMF and KMF transfers forwarding OTAR KMM Commands. Three KMM commands are transferred:
Change-RSI

Load-Config (sets KMF RSI and MNP)

Modify-Key

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 




 SHAPE  \* MERGEFORMAT 



Stage 2, KFD connects to MR and is instructed to provision the MR for OTAR using stored KMM procedures for a chosen Individual RSI. The KFD then delivers Forwarding KMMs and obtains KMM Responses.
 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 
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 SHAPE  \* MERGEFORMAT 



Stage 3, KFD connects to KMF and KFD transfers the OTAR provisioning KMM responses.
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The pre-provisioned KFD & KMF UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)
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Msg ID = Ext Session Control


SCO = Transfer DoneWarm Start
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Dst RSI = KMF
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Rekey AckKF-Env-Body





MsgAuth





The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)The TTEK is now used to outer-layer encrypt all subsequent messages in this session. (Note: Every new session that restarts with a Warm-Start Command should generate a new TTEK)
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MsgAuth
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DoneWarm Start





Forwarded KMM Command


e.g. Modify-Key Command


























Dst RSI = MRKMM
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The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)The Forwarded OTAR KMM, in this case the Modify-Key Command, should need no modifications for delivery via this method.
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The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)There is no KMM included in this KF-Env-Response, only a status field indicating KFD acceptance of the Forwarded KMM.
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Msg ID = Ext Session Control
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Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Extended Session Control





MsgAuth





Key ID = TTEK





KMM Preamble





Msg ID = Ext Session Control


SCO = Session End SessionStart Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Extended Session Control








MsgAuth





Session StartEnd Session





Key ID = TTEK











Msg ID = Ext Session Control


SCO = Session StartDisconnect Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Extended Session Control





MsgAuth





Key ID = TTEK





Msg ID  =  Ext Session Control


SCO = Session Disconnect SessionStart Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Extended Session Control








MsgAuth





Session StartDisconnect Session





The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)The TTEK used to outer-layer encrypt is discarded by both the KFD and KMF.
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The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)The Warm Start procedure is not shown and need not be included assuming the KFD and MR do not share a UKEK, the connection must be secure.
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Dst RSI = KFD
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The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)The Warm Start procedure is not shown and need not be included assuming the KFD and MR do not share a UKEK, the connection must be secure.The MR may use the All-Call RSI if it does not have any RSI programmed yet. If so, the Src/Dst RSI used for the MR addressing should be the All-Call RSI
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SCO = Transfer Done
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Extended Session Control
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Forwarded KMM Command
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Dst RSI = MR








Sts








The Forwarded OTAR KMM, in this case the Modify-Key Command, should need no modifications for delivery via this method. may itself inner-layer encrypt keys with a KEK known only to the KMF and MR.
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Msg ID = Inventory Response (Ext Session ControlView-RSI)


SCO = Session Start Ack


Src RSI = MRKMF


Dst RSI = KFD





MSG BODY =


Extended Session ControlInventory Response








MsgAuth











Key ID = ClearTTEK





Msg ID = Ext Session Control


SCO = Session Start Ack


Src RSI = MRKMF


Dst RSI = KFD





MSG BODY =


Extended Session Control














KMM ForwardingView-RSI


(Optional as MR RSI may be obtained in Session Start Ack)





KFD





MRKMF





Key ID = ClearTTEK











Msg ID = Ext Session Control


SCO = End Session


Src RSI = KFD


Dst RSI = MRKMF





MSG BODY =


Extended Session Control





MsgAuth





Key ID = ClearTTEK





Msg ID = Ext Session Control


SCO = End Session Ack


Src RSI = MRKMF


Dst RSI = KFD





MSG BODY =


Extended Session Control








MsgAuth





End Session





Key ID = ClearTTEK











Msg ID = Ext Session Control


SCO = Disconnect Session


Src RSI = KFD


Dst RSI = MRKMF





MSG BODY =


Extended Session Control





MsgAuth





Key ID = ClearTTEK





Msg ID = Ext Session Control


SCO = Disconnect Session Ack


Src RSI = MRKMF


Dst RSI = KFD





MSG BODY =


Extended Session Control








MsgAuth





Disconnect Session





Key ID = ClearTTEK





Msg ID = Ext Session Control


SCO = Transfer Done


Src RSI = MRKFD


Dst RSI = KFDMF





MSG BODY =


Extended Session Control





MsgAuth





Transfer


Done





Key ID = Clear





KFD





KMF











Msg ID = Warm Start


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Warm Start Command





MsgAuth





Key ID = TTEK





Msg ID = Rekey Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Rekey Ack





MsgAuth





The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly cgenerated by the initiator of the Warm Start Command (KFD)
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The TTEK is now used to outer-layer encrypt all subsequent messages in this session. (Note: Every This new session that restarts with a Warm-Start Command should generate a new TTEK, different to the TTEK in Stage 1)
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The Forwarded OTAR KMM, in this case the Modify-Key CommandRekey-Ack response, should need no modifications for delivery via this method.
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There is no KMM included in this KF-Env-Response, only a status field indicating KMFKFD acceptance of the Forwarded KMM response.
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Msg ID = Ext Session Control


SCO = Transfer Done


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Extended Session Control





MsgAuth





Transfer


Done





KFD





KMF





Key ID = TTEK











Msg ID = Ext Session Control


SCO = End Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Extended Session Control





MsgAuth





Key ID = TTEK





Msg ID = Ext Session Control


SCO = End Session Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Extended Session Control








MsgAuth





End Session





Key ID = TTEK











Msg ID = Ext Session Control


SCO = Disconnect Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Extended Session Control





MsgAuth





Key ID = TTEK





Msg ID = Ext Session Control


SCO = Disconnect Session Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Extended Session Control








MsgAuth





Disconnect Session





The TTEK used to outer-layer encrypt is discarded by both the KFD and KMF.





Key ID = Clear





KFD





KMF











Msg ID = Warm Start


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Warm Start Command





MsgAuth





Key ID = TTEK





Msg ID = Rekey Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Rekey Ack





MsgAuth





The pre-provisioned KFD & KMF UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly generated by the initiator of the Warm Start Command (KFD)





Warm Start





Key ID = Clear











Msg ID = Session Control


SCO = Ready Req


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = Clear





KMM Preamble





Msg ID = Session Control


SCO = Ready General Mode


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





Session Connect





Key ID = TTEK





KFD





KMF





Msg ID = Session Control


SCO = Transfer Done


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





Msg ID = KF-Env-Command


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





The TTEK is now used to outer-layer encrypt all subsequent messages in this session. (Note: Every new session that restarts with a Warm-Start Command should generate a new TTEK)





KMM Forwarding





Key ID = TTEK











Msg ID = Session Control


SCO = Session Start


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





KMM Preamble





Msg ID = Session Control


SCO = Session Start Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





Session Start





Key ID = TTEK





Msg ID = KF-Env-Response


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


KF-Env-Body





MsgAuth





Transfer


Done





Forwarded KMM Command


e.g. Modify-KeyChange-RSI Command


























Dst RSI = MR




















Sts














The P=1 indicates to the KFD that this is an OTAR provisioning KMM. The Forwarded OTAR KMM, in this case the Modify-KeyChange-RSI Command, should need no modifications for delivery via this method.





Sts








There is no KMM included in this KF-Env-Response, only a status field indicating KFD acceptance of the Forwarded KMM.





StsP=1








P=1








KFD





KMF





Key ID = TTEK





Msg ID = KF-Env-Command


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





KMM Forwarding


(ctd)





KMM Preamble





Key ID = TTEK





Msg ID = KF-Env-Response


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Command


e.g. Change-RSI Config Command


























Dst RSI = MR




















Sts














The P=1 indicates to the KFD that this is an OTAR provisioning KMM. The Forwarded OTAR KMM, in this case the Change-ConfigRSI Command, should need no modifications for delivery via this method.





Sts








There is no KMM included in this KF-Env-Response, only a status field indicating KFD acceptance of the Forwarded KMM.





P=1








P=1








Key ID = TTEK





Msg ID = KF-Env-Command


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





Key ID = TTEK





Msg ID = KF-Env-Response


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Command


e.g. Change-RSI Modify-Key Command


























Dst RSI = MR




















Sts














The P=1 indicates to the KFD that this is an OTAR provisioning KMM. The Forwarded OTAR KMM, in this case the Change-RSIModify-Key Command, should need no modifications for delivery via this method. Note it does not have any inner-layer key encryption as per secure KFD loading.





Sts








There is no KMM included in this KF-Env-Response, only a status field indicating KFD acceptance of the Forwarded KMM.





P=1








P=1








KFD





KMF





Key ID = TTEK











Msg ID = Session Control


SCO = End Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





KMM Preamble





Msg ID = Session Control


SCO = End Session Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





End Session





Key ID = TTEK











Msg ID = Session Control


SCO = Disconnect Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





Msg ID = Session Control


SCO = Disconnect Session Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





Disconnect Session





The TTEK used to outer-layer encrypt is discarded by both the KFD and KMF.





Key ID = TTEK





Msg ID = Session Control


SCO = Transfer Done


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control





MsgAuth





Transfer


Done





KFD





MR











The Warm Start procedure is not shown and need not be included assuming as the KFD and MR do not share a UKEK, the connection must be secure.





(Optional)Warm Start





Key ID = Clear











Msg ID = Session Control


SCO = Ready Req


Src RSI = KFD


Dst RSI = All Call





MSG BODY =


Session Control





MsgAuth





Key ID = Clear





KMM Preamble





Msg ID = Session Control


SCO = Ready General Mode


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





The MR may must use the All-Call RSI if as it does not have any RSI programmed yet. If so, the Src/Dst RSI used for the MR addressing should be the All-Call RSI





The Warm Start procedure is not shown and need not be included assuming the KFD and MR do not share a UKEK, the connection must be secure.KFD may prompt user at this point to verify it wants to perform OTAR provisioning, using stored KMMs from KMF.





KFD





MR





Key ID = Clear





Msg ID = KF-Env-ResponseCommand


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





KMM Forwarding





Key ID = Clear











Msg ID = Session Control


SCO = Session Start


Src RSI = KFD


Dst RSI = All Call MR





MSG BODY =


Session Control





MsgAuth





KMM Preamble





Session Start





Key ID = Clear





Msg ID = KF-Env-Command


Src RSI = KFD


Dst RSI = All CallMR





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Response


e.g. Rekey-Ack


























Dst RSI = All-CallKMF








Sts








Forwarded KMM Command


e.g. Modify-KeyChange-RSI Command


























Dst RSI =  MRMR








Sts








The Forwarded OTAR KMM may itself inner-layer encrypt keys with a KEK known only to the KMF and MR.Change-RSI sets the Individual RSI of the MR, however for the duration of this session the KFD uses the All-Call in the Dst RSI field of the session control KMMs.





Key ID = Clear





Msg ID = Inventory Command (View-RSI)


Src RSI = KFD


Dst RSI = All CallMR





MSG BODY =


Inventory Command (List-RSI)





MsgAuth





Key ID = Clear





Msg ID = Inventory Response (View-RSI)


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


Inventory Response (List-RSI)








MsgAuth











Key ID = Clear





Msg ID = Session Control


SCO = Session Start Ack


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


Session Control














View-RSI


(Optional as MR RSI may be obtained in Session Start Ack)





The Warm Start procedure is not shown and need not be included assuming the KFD and MR do not share a UKEK, the connection must be secure.Optional check to verify MR RSI is not set yet, the Session Start Ack also indicates this using All-Call RSI





P=1








P=1








The Forwarded OTAR KMM may itself inner-layer encrypt keys with a KEK known only to the KMF and MR.Dst RSI in the Forwarded KMM Response must be All-Call as the MR has not been programmed with any KMF RSI yet.





KFD





MR





Key ID = Clear





Msg ID = KF-Env-Response


Src RSI = All Call


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





KMM Forwarding





Key ID = Clear





Msg ID = KF-Env-Command


Src RSI = KFD


Dst RSI = All Call





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Response


e.g. Rekey-AckChange-Config Response


























Dst RSI =All-Call








Sts








Forwarded KMM Command


e.g. Change-ConfigRSI Command


























Dst RSI = MR








Sts








The Change-ConfigRSI sets the KMF RSI and MNP Individual RSI of the MR, however for the duration of this session the KFD uses the All-Call in the Dst RSI field of the session control KMMs.





P=1








P=1








The Dst RSI in the Forwarded KMM Response must beremains using the All-Call even though as the MR has nothas now been programmed with the any KMF RSI yet.





Key ID = Clear





Msg ID = KF-Env-Response


Src RSI = All Call


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





Key ID = Clear





Msg ID = KF-Env-Command


Src RSI = KFD


Dst RSI = All Call





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Response


e.g. Rekey-AckRekey-Ack


























Dst RSI =All-Call








Sts








Forwarded KMM Command


e.g. Change-RSIModify-Key Command


























Dst RSI = MR








Sts








The Change-RSI sets theModify-Key sets the UKEK Individual RSI onf the MR, however for the duration of this session the KFD uses the All-Call in the Dst RSI field of the session control KMMs.





P=1








P=1








KFD





MR





Key ID = Clear











Msg ID = Session Control


SCO = End Session


Src RSI = KFD


Dst RSI = All CallMR





MSG BODY =


Session Control





MsgAuth





Key ID = Clear





Msg ID = Session Control


SCO = End Session Ack


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





End Session





Key ID = Clear











Msg ID = Session Control


SCO = Disconnect Session


Src RSI = KFD


Dst RSI = All CallMR





MSG BODY =


Session Control





MsgAuth





Key ID = Clear





Msg ID = Session Control


SCO = Disconnect Session Ack


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





Disconnect End Session





Key ID = Clear





Msg ID = Session Control


SCO = Transfer Done


Src RSI = All CallMR


Dst RSI = KFD





MSG BODY =


Session Control





MsgAuth





Transfer


Done





Key ID = Clear





Msg ID = Session Control


SCO = Transfer Done


Src RSI = KFDD


Dst RSI = All CallKMF





MSG BODY =


Session Control





MsgAuth





Disconnect Session





Transfer


Done





Key ID = Clear





KFD





KMF











Msg ID = Warm Start


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Warm Start Command





MsgAuth





Key ID = TTEK





Msg ID = Rekey Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Rekey Ack





MsgAuth





The pre-provisioned KFD UKEK is used to inner-layer encrypt the warm start TEK. This TEK is randomly generated by the initiator of the Warm Start Command (KFD)





Warm Start





Key ID = Clear











Msg ID = Session Control


SCO = Ready Req


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = Clear





KMM Preamble





Msg ID = Session Control


SCO = Ready General Mode


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





KFD





KMF





Key ID = TTEK





Msg ID = KF-Env-Command


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


KF-Env-Body





MsgAuth





The TTEK is now used to outer-layer encrypt all subsequent messages in this session. (Note: This new session that starts with a Warm-Start Command should generate a new TTEK, different to the TTEK in Stage 1)





KMM Forwarding





Key ID = TTEK





Msg ID = Session Control


SCO = Session Start


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





KMM Preamble





Msg ID = Session Control


SCO = Session Start Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





Session Start





Key ID = TTEK





Msg ID = KF-Env-Response


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Response


e.g. Change-RSI ResponseRekey-Ack


























Dst RSI = AllKMF




















Sts














The Forwarded OTAR KMM, in this case the Rekey-AckChange-RSI response, should need no modifications for delivery via this method.





Sts








There is no KMM included in this KF-Env-Response, only a status field indicating KMF acceptance of the Forwarded KMM response.





P=1Sts








StsP=1








KFD





KMF





Key ID = TTEK





Msg ID = KF-Env-Command


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


KF-Env-Body





MsgAuth





KMM Forwarding





Key ID = TTEK





Msg ID = KF-Env-Response


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Response


e.g. Rekey-AckChange-Config Response


























Dst RSI = All-CallKMF




















Sts














The Forwarded OTAR KMM, in this case the Rekey-AckChange-Config response, should need no modifications for delivery via this method.





Sts








There is no KMM included in this KF-Env-Response, only a status field indicating KMF acceptance of the Forwarded KMM response.





P=1Sts








StsP=1








Key ID = TTEK





Msg ID = KF-Env-Command


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


KF-Env-Body





MsgAuth





Key ID = TTEK





Msg ID = KF-Env-Response


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


KF-Env-Body





MsgAuth





Forwarded KMM Response


e.g. Rekey-AckRekey-Ack Response


























Dst RSI = All-CallKMF




















Sts














The Forwarded OTAR KMM, in this case the Rekey-AckRekey-Ack response, should need no modifications for delivery via this method.





Sts








There is no KMM included in this KF-Env-Response, only a status field indicating KMF acceptance of the Forwarded KMM response.





P=1Sts








StsP=1








KFD





Key ID = TTEK











Msg ID = Session Control


SCO = End Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





Msg ID = Session Control


SCO = End Session Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





End Session





Key ID = TTEK











Msg ID = Session Control


SCO = Disconnect Session


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Key ID = TTEK





Msg ID = Session Control


SCO = Disconnect Session Ack


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control








MsgAuth





Disconnect Session





The TTEK used to outer-layer encrypt is discarded by both the KFD and KMF.





Key ID = TTEK





Msg ID = Session Control


SCO = Transfer Done


Src RSI = KFD


Dst RSI = KMF





MSG BODY =


Session Control





MsgAuth





Transfer


Done





Key ID = TTEK





Msg ID = Session Control


SCO = Transfer Done


Src RSI = KMF


Dst RSI = KFD





MSG BODY =


Session Control





MsgAuth





Transfer


Done





KMF





Establish 


Session





Warm


Start1











KMM Preamble








KMM



































� Organizations concerned with the security of wireless connections will require a means to disable (render non-functional) the wireless capability to allow the use of the device(s) in their environment


� Organizations concerned with the security of wireless connections will require a means to disable (render non-functional) the wireless capability to allow the use of the device(s) in their environment


� Editor’s Note: [RFC2474] defines a replacement header field, called the DS (Differentiated Services) field, superseding the IPv4 TOS (Type of Service) octet. This new field includes a 6-bit DSCP (Differentiated Services Codepoint) which could be flexibly mapped to particular forwarding treatment, or per-hop behavior (PHB), at each Differentiated Services compliant network node along its path, for efficient routing of KFD packets to their destinations.


� Editor’s Note: The determination of the security of a network connection is the responsibility of the user or administrator of both the KFD and Target devices. 





�Keep or remove these 10, i.e. do they add anything ?


�


�Original MS14 comment was for View Individual RSI but makes more sense to determine the KMF RSI.


�Not convinced TCP is required, especially as the KFD-Interface that establishes a session appears to require a send then wait protocol on all messages, i.e. it is only allowed to send a single KMM per TCP packet anyway. Unless the size is potentially large but DLI OTAR are specified max 478 bytes.


�HRS3


�HRS5


�HRS10


�HRS5


�How does it know when it has got them all, is there some sort of marker or does the KFD just send a batch of RSIs that it considers are unassigned ? Note the limit on this is roughly ~100 RSIs due to the max KMM size of 478 bytes and each RSI is 5 bytes (3 bytes + 2 byte MN).





�Modify-Key Command is defined once for KFD use to transfer clear keys in to a MR and second for unassigned key transfer. If used as a forward KMM then it would need to be made explicit which version of the Modify-Key Command is being sent between KMF-KFD-MR. 





�Note this may be successful delivery to the Target but does not necessarily correspond to successful delivery from KMF to MR when KMM forwarding via a KFD.


�AACD-A Delete Authentication Key has option to delete all keys without being informed of the other SUIDs that may be present inside an MR. Do we need to worry about this scenario ?
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