Combined comments on ETG 17-007
	#

	Page
	Section
	Imp.

	Status
	Comment/Recommendation
	Resolution

	F01
	All
	1
	T
	O
	FPIC main bullet points about current status of KMF interfaces,

• Not all vendors have implemented P25 published standards for the Inter-KMF interface (IKI or KMF to KMF Interface)

• There is currently no standard for the interface and physical connection between the KMF and KFD, although a proposed standard is currently being developed

• P25 security standards are optional, and vendors support the features and interfaces in different manners or in some cases do not support specific aspects of the standards
	Will discuss when FPIC is on ETG call.
1. No impact on KFD interface proposed

2. Alan to go back to FPIC and determine if they want a standardized physical connector.
3. SoR defines mandatory/standard-option/optional, not this documents so no direct impact on this KFD doc.

Alan to go back to FPIC for more input.


	F02
	All
	1
	T
	O
	FPIC memo recommendations for the KFD to KMF interface

1. The ability to generate keys on one KMF and share or pass those keys to other KMFs via the radio network securely, or by other secure means, regardless of manufacturer.

2. The ability to pass keys from a KMF to a KFD via direct standardized physical connection or other secure means, regardless of manufacturer.

3. The ability to pass keys and key updates from the KMF to radio system network infrastructure components such as consoles and gateways via a secure connection, regardless of manufacturer.

4. The ability to remotely exchange keys between any KMF to any KFD securely, regardless of manufacturer.

	Current scope includes over IP network and associated security.

1. Can we get clarification on what is meant by “radio network”. Alan ok that this document addresses KMF to KMF via a KFD direct or networked.  
2. Covered, but Alan to ask FPIC for input. 
3. Will reword definition of “Mobile Radio” to include consoles and gateways as KFD targets.
4. Intended to be addressed by this document


	M01
	1
	1.1
	E
	AR
	What is the: “corresponding paragraph from TIA-102.AACD-A”?

Suggest the clarifying the red statement to something like: “The following text should be added to section 1.1.”
	Agreed, will add “section 1.1” to the red italic text

	M02
	1
	1.1
	E
	AR
	Suggest clarifying the first sentence to something like:

“This In addition to the Key Fill Device (KFD) to MR application, this document describes additional interfaces applications between a Key Fill Device (KFD) and three other secure equipped endpoints”
	Agreed

	M03
	1
	1.1
	E
	AR
	See comments on section 2. The addendum introduces new applications of the Key Fill Interface. This includes new Key Fill Interface endpoints and new features associated with the new endpoints. Suggest replacing the last sentence with something like the following:
“This document also describes new features associated with these new applications of the Key Fill Interface.
	Agreed

	H1
	2
	Figure 2
	T-
	AR
	The figure shows the IKI (BAKA) as “Future Work Item”.  It also does not show the AF.
	Andy to email John L. so Nick has the editable figure.

Will add AF to the new figure.

Will also add an additional KFD with an interface to the current KFD.



	M04
	2
	1.2
	E
	AR
	In the first sentence, suggest replacing: “targets” with: “endpoints” or “target devices” or explaining the use of the word target (i.e. an interface has endpoints and an exchange session has targets.)
	Agree

	M05
	2
	1.2
	E
	AR
	Since the text is intended to replace the AACD text, it seems the text should describe the scope of the parent material in combination with the scope of the addendum material. 

Suggest this replacement text be re-written to provide a description of the scope of the parent and addendum material.
	Discussed option of addendum with different sections and agreed to keep AACD-A formatting and sections but add new sections for additional KFD endpoints/features added by this addendum. See M11.

Change wording to pull in 1.2 existing AACD-A scope of KFD to MR. Modify wording to remove “expands on” or to make it clear of scope applications given existing AACD-A.

Revisit once KFD applications and features have been discussed.

No further actions needed once revisited.

	M06
	3
	1.3
	E
	AR
	Prior to publication, the history should reflect original draft and subsequent revisions using the actual ETG document numbers and optionally the actual ETG document titles.
	Modify first one to give full ETG title name.

Modify ETG 17-TBD to ETG 17-007 with full title name.

Next version will be ETG 17-007 R1.



	M07
	3
	1.4
	E
	AR
	Why does the paragraph in AACD-A need to be replaced?

The text in AACD-A seems more appropriate.
	Nick to go back and see where he got this modified paragraph from that remove “Project 25” references.

Matches BACA-B, lots of other standards do have the second paragraph. 
Will keep striked paragraph in.

	M08
	3
	1.4
	E
	AR
	It is not clear that all the documents listed under normative references are required for understanding the content of this document but, assuming they are, these are described as additions to the AACD-A list but include documents already in the AACD-A list. 

Suggest that the addendum either provide replacement lists of both normative and informative references or provide additions/deletions to the lists currently found in AACD-A.
	Agree, Remove AACD-A reference.

If normative reference = a reference required to implement standard, then ok to keep the normative list as is.



	H2
	4
	1.5.1
	T-
	AR
	For completeness, the definition for Assigned Encryption Key should include “…contains valid key material, Algorithm ID and Key ID” (see Unassigned Encryption Key).
	Similar to M10, revisit once Modify Key discussed in more detail.

See H15 resolution, agreed assigned encryption key must have  

· Key ID

· KEK/TEK status

· SLN and

· keyset ID



	H3
	4
	1.5.1
	T-
	AR
	Do we need to state that Assigned/Unassigned Encryption Keys can be KEKs or TEKs?
	Should be stated, will add to definitions section. Agree that assigned & unassigned keys can be either KEKs or TEKs.

	M09
	5
	1.5
	E
	AR
	AACD-A section 1.5 has a single list of “Definitions, Acronyms, and Abbreviations”.

Suggest the material provided in this document be described as additions to the material in AACD-A section 1.5.
	Will modify the red italic text to match other uses of added content.

	H4
	6
	2.1.1, 1st sentence
	T-
	AR
	Should “authentication” be in this list?  If LLA, an AF is required – KFD-based Key Management is not sufficient.
	Ok to leave authentication in existing 2.1 section, new sections will cover requirement for AF and features.

	M10
	6
	1.5
	E
	AR
	After addressing the comments on use of the Modify Key Command for transfer of “unassigned” key material, we should revisit the definition of “Unassigned Encryption Key”. 
	Similar to H15, revisit once Modify Key discussed in more detail.
Unassigned definition needs update to include H15 definition of these types of keys with 4 optional fields.

	H16
	
	
	T-
	AR
	Do we want to specify a minimum storage of unassigned keys (if supported) to simplify interoperability?
	Ok not to define storage or minimum number of unassigned keys supported, but do need to ensure error messages indicate when this condition is met.

	H17
	
	
	T
	AR
	Should we permit (but not require) unassigned keys to not have Key IDs to better support the scenarios described in the document where the target cannot or does not want to generate key material?  This would also support (unassigned) UKEK storage as they typically have the same Key ID.  (See H45 in “ETG 15-022-R11”)
	Similar to M10, revisit once Modify Key discussed in more detail.

	M11
	7 - 19
	2 – 2.4.22
	T
	AR
	AACD-A sections 2 – 2.4.4 describe multiple manual rekeying “features” as they apply to the KFD/MR application of the Key Fill Interface. 

Since we are not changing the “manual rekeying features” currently associated with the KFD/MR application of the Key Fill Interface, we suggest that the existing AACD-A sections 2 – 2.4.4 should remain unmodified.

Addendum sections 2 – 2.4.22 attempts to provide a “KFD Interface Application Overview” based on “operational uses” of the Key Fill Interface. This perspective was difficult to follow and the perspective used in AACD-A sections 2 – 2.4.4 got lost.

Rather than introducing a new interface application perspective, we suggest that the addendum continue the AACD-A feature overview perspective by adding new subsections which provide overview level descriptions of the new interface application “features”. These overview level descriptions would describe the operation of the new “features” over whatever Key Fill Interface applications are relevant. 

Proposed outline of the new addendum subsections:

2.5 KMM Forwarding 

2.5.1 KMF/MR via KFD

2.5.2 AF/MR via KFD

2.6 Transfer of Key Material 

2.6.1 KMF>KFD

2.6.2 KFD>KMF

2.6.3 AF>KFD

2.6.4 KFD>KFD

2.7 Additional manual rekeying features for Authentication

2.7.1 Load Authentication Key/SUID pairs in AF

2.7.2 Delete Authentication Key in AF

MSI is willing to help draft the material associated with the proposed outline.
	 Will rework sections to align with this suggestion.

	H5
	
	2.1.1
	T-
	AR
	Should the keys in this section be described as “assigned”?
	Similar to M10, revisit once Modify Key discussed in more detail.
Will change heading to indicate this is assigned key transfer. 

Will also mention assigned keys are transferred in 2.1.2

	H10
	7
	2.1.4, last sen. of 1st para.
	T
	AR
	See H9.
	Agree to delete the sentence specifying where the keys are generated.
Will also remove similar sentence from 2.1.5

	H6
	7
	2.1.1, 1st sentence
	T-
	AR
	Would prefer that “generated” be included, or “entered” be removed.
	In 2.1 “Encryption keys may be located within the KFD…”
In 2.1.1 “used in a KFD based system are location in one or more”

	H7
	7
	2.1.2, 1st sentence
	E
	AR
	Should “store-and-forward” be “KMM forwarding”? (Also see Section 2.2.2, 1st sentence.)
	Will change to “This functionality provides a feature to transfer one or more KMMs, …”

Will also change 2.2.2. to match.



	H8
	7
	2.1.2
	T-
	AR
	Should the keys in this section be described as “assigned”?
	Agree, KMM Forward needs to mention that keys as assigned.

	H9
	7
	2.1.3, 1st sentence
	T
	AR
	Either delete “This allows a KFD which does not want to generate its own key material, but will use the KMF supplied keys instead” or add the equivalent of “This allows sharing of key material to facilitate interoperability between systems that need to use the same keys” (from 2.1.5).
	Agree to delete the sentence specifying where the keys are generated.

	H11
	10
	2.2.2, last sen.
	T+
	AR
	KFD operator intervention in OTAR Provisioning must be allowed.  See H57 in “ETG 15-022-R11”.

“Forwarding is used for OTAR provisioning to set the MR’s Individual RSI, if the MR does not already have an RSI the KFD, or KFD operator, may choose to allocate it a value and forward on all relevant KMMs to the chosen MR.”
	Will add additional wording.

This applies especially if All Call RSI used for OTAR provisioning during KMM forwarding of the Set Individual RSI.
Leaving open until we discuss this use case in more detail. Can close this one as ok with this wording change.

See H65 for All Call RSI during OTAR provisioning.



	H12
	11
	2.3.2, last sen. of Stage 1
	E
	AR
	Should the reference be to 2.4.18? (which references 3.8.21) This would be more consistent with the surrounding sections.
	Agree, will change reference.

	H13
	12
	2.4.1, 1st para.
	T
	AR
	The keys in the first paragraph should be identified as “assigned”:

“The Keyload feature of the KFD is used to transfer one or more assigned encryption keys…”
	Re-org from M11 outcome will result in no change to existing “assigned” Keyload.

	H14
	12
	2.4.1, 2nd para.
	T
	AR
	The keys in the second paragraph should be identified as “unassigned”:

“The Keyload feature of the KFD may also be used to transfer unassigned encryption material either from the KFD to the Target or from the Target to the KFD. The key material may be u Unassigned key material , meaning it does not have any associated Storage Location Number (SLN) or Keyset ID as defined in [AACA-A].”
	Agree to use this wording in new section

	H15
	12
	2.4.1, 2nd para.
	T
	AR
	Need more information on the storage of unassigned key material.  Minimally recommend the following expansion of paragraph 2:

“Unassigned key material , meaning it does not have any associated Storage Location Number (SLN) or Keyset ID as defined in [AACA-A] and is stored separately from the key memory as defined in [AACA-A] (where applicable).  A target may use unassigned key material when it is not capable of generating its own key material, or for security purposes does not want to generate its own key material or for sharing of key material to facilitate interoperability between systems that need to use the same keys.  Unassigned key material may become assigned key material by providing the SLN and Keyset information required to place it into a key memory as defined in [AACA-A].  Assigned key material may become unassigned key material by removing the SLN and keyset information.  A target possessing unassigned key material may assign the key material as needed.”

It may be more appropriate to put this sort of discussion in Section 2.
	Andy to go through internal notes to check if he’s ok with this description.
Needs additional wording to state unassigned key may or may not have any of the following
· Key ID
· KEK/TEK status

· SLN or

· keyset ID

Assigned keys need the above 4 fields, 

Will add this descriptive text to proposed new section 2.X Transfer of Key Material (see M11).



	M12
	14 - 15
	2.3.3 & 2.3.4
	T
	AR
	Previous discussions agreed on the need for a method for the AF creating a K/SUID pairing and the KFD somehow delivering this to an MR. See ETG 15-022-R11 MS19. Comment resolution notes indicate an agreement for 2 methods; one that uses a forwarding approach (requires use of MR RSI) and one that simply provides the K/SUID pair to the KFD. 

For both approaches, until the KFD reports that the K/SUID pair has been delivered to the intended radio, the AF should not consider the pairing to be valid for use by the system. Suggest this point be added to the document’s descriptions. 
	Agree, will add sentence to both 2.3.3 and 2.3.4



	M13
	15
	2.3.3
	E
	AR
	Stage 3 description introduces a new feature referred to as: “Report Authentication Key Pairing”. This seems to provide the same functionality as the: “Report Paired Authentication Keys” feature described in section 2.3.1. 

We suggest the “Report Paired Authentication Keys” feature described in section 2.3.1. be used for stage 3. 
	Agree, was named wrong.

	M14
	15 - 16
	2.3.5
	T
	AR
	Previous discussions agreed an AF user interface could provide the delete Authentication Key functionality but the users also expressed a desire for the KFD to provide this functionality in order to report a deletion in an MR to an AF. 

Referring to AACD-A sections 3.9.2.27 and 28, the instruction format text intends to allow deletion of K for the active SUID, a single specified SUID or all K’s in the radio. The response to the KFD only confirms deletion of a single active or specified SUID therefore, this new feature cannot totally satisfy reporting of all cases of a KFD performing deletion in a radio. 

Is the use case still desirable?

Note also that as defined, there is nothing preventing the KFD operator from deleting a pairing in the AF prior to performing the deletion in the SU.

Is this OK?

Should this new feature be renamed to something like: Delete Authentication Key Pairings in an AF?
	Report delete authentication keys can only be performed when the KFD has used the specific SUID form of delete keys on the MR.
The delete all authentication keys cannot be used to report deleted keys back to one or more AFs.

If a MR has multiple authentication keys from different system’s AF, delete of individual keys can still be reported back to each AF, provided they are delete individually using the SUID form.

	H18
	
	
	
	
	(Withdrawn)
	

	H19
	17
	3.1, 1st sentence
	E
	AR
	Believe this is referring to the optional Warm Start, recommend re-wording: “As part of session establishment between the KFD and the Target, a TEK is shared between both endpoints to enables encryption of the KMM contents.”
	Agree

	M15
	21
	3
	E
	AR
	Suggest the following clarifications:

“This section describes the protocols that are supported on the KFD-Target Key Fill interface. All interfaces protocols are applicable to any of the four KFD Targets Key Fill Interface applications, including KFD-MR, KFD-KMF, KFD-AF and KFD-KFD, provided the KFD and Target both support the underlying physical connection and protocol stack selected. Interoperability requires that the Key Fill Interface endpoints support a common protocol.”
	Agree on first sentence, will keep last sentence as is, to highlight this includes physical connection and protocol stack.

	M16
	21
	3.1
	E
	AR
	It is not clear how this material supplements section 3.1 in AACD-A since the new text only describes the addition of a network connection and use of TCP for such a connection. The RS232 and USB material in AACD-A (described in the context of the KFD/MR application of the Key Fill Interface) now applies to the 3 new applications of the Key Fill Interface and a network interface protocol stack is introduced that applies to the existing KFD/MR application and the 3 new applications. 

For ease of readability, suggest that this addendum introduce new subsections to AACD-A 3.1. These new subsections would describe the new network interface protocol stack and explain that all 3 stacks apply to all 4 interface applications. 
	Agree, will add additional statement saying this.

	M17
	21
	3.1
	T
	AR
	See embedded WORD comment A1 regarding TCP justification. 

We agree that the application layer is single command then wait for a response but, if there is no response then the session is aborted. TCP would allow for network retry reliability without adding a retry mechanism to the application layer protocol. 

Note also the available security aspects of TCP (even though other comments have to do with application layer security mechanisms).

We suggest no change.
	Comment withdrawn

	M18
	22
	3.1
	E
	AR
	Second paragraph under the unlabeled figure talks about security when using a remote network connection. Previous discussions agreed that security is likely a greater risk under this condition but the KFD cannot be expected to know when the network connection is remote or at risk. 

Also, outer layer encryption of KMMs transferred at the application layer is not the only application layer security proposed by the document (i.e. use of message numbers and authentication is also proposed).

Suggest the paragraph be reworded to identify the various available security methods without implying a relation to the connection type. 
	Proposed wording, drop first portion of sentence and change “is” to “may be”

	M19
	22 - 25
	3.2-3.6.2
	E
	AR
	The addendum attempts to renumber and reuse material in AACD-A while also adding new material. The resulting instructions are confusing. It may be clearer to the reader to just propose replacing AACD-A sections 3.2 – 3.6 and have the replacement material note where AACD-A material is reused or modified.

Discuss alternative approaches.
	Wil add additional text in 3.2.1 to highlight the existing numbering has changed, and any others from section 3.2-3.6

	M20
	22
	3.2.3
	T
	AR
	I believe discussion of MS20 of the previous review resulted in agreement that we would not specify or describe Ethernet or wireless physical layer. 

So, what does that do to the stack picture and the necessity or content of this section?

The second and third paragraph don’t seem necessary. 
	Will modify heading to be

3.2.3 Network Connection
Will remove second paragraph. Keep first part of last paragraph but modify to make Ethernet an example connection only, not mandatory.

	H20
	17
	3.2.3, para. 2
	T
	AR
	I thought we were not specifying connectors?  See FB8 and FB9 in “ETG 15-022-R11”.


	Agree, see M20 resolution

	H21
	18
	3.4, last sentence
	T-
	AR
	Should the reference to AACD-A be BAEG?
	Agree

	M21
	24
	3.5
	T
	AR
	First blue sentence – agree it needs a network target address but not necessarily an IP address (Fully Qualified Domain Name)?

Regarding IPv4 header setting requirements – IP network settings to enable an IP network connection are beyond the scope of this document.

Note existing first paragraph says use default values in the IP header. 

Suggest deleting the information in the fourth paragraph. 
	Will change “IP address” to “Network address”
Will remove the DS paragraph, no need to set these for KFD interface applications.



	H22
	18
	3.5, last para.
	T
	AR
	Does the statement “For services over the KFD…” refer only to the “network connection” or also to the “PPP link layer”?  If the latter, is this a change to what is currently described in AACD-A?

Should “network connection” be “Ethernet connection” (per 3.2.3)?  (And in Section 3.6?)
	First comment disappears, see M21
Will change 3.6 second sentence to “When using a network connection other than RS232 or USB, TCP ….”

	M22
	25
	3.6.2
	E
	AR
	Note that paragraphs 3 and 4 BAJD dependencies require coordination with TR-8.5.

Paragraph 5 uses the term: “will”. Need to check the TIA guidelines to see if this is an acceptable normative verb.

Paragraph 7 uses the phrases: “Target types” and: “application types” and: “target”. Suggest the phrase: “target application type” be used consistently.
	Nick to co-ordinate with TR8.5, is already on agenda for Oct meetings.
Para 5 Agree, change “will” to “shall”

Para 7 Agree, will change



	H71
	19
	3.6.2
	T-
	AR
	It’s not clear that H31 from “ETG 15-022-R11” is addressed in the document:

ES: Suggested additional text,

“For TCP, the Target learns the IP address of the KFD via the establishment of a TCP session. For UDP, the Target leans the IP address of the KFD via the send address of the initial Session Control KMM.” 

Session always initiated by the KFD. 

Has to be some text describing this, Harris ok with either method. 

For KFD-KFD, one of them must be designated the Target and be listening for TCP session establishment.
	Assumed relevant to section 3.6.2

Will add TCP suggested text that was missed.

No additional text needed for session initiated by KFD, covered by second paragraph TCP client/server roles.

Second paragraph covers KFD-KFD, no change required.



	H23
	19
	3.6.2, last para.
	T
	AR
	Per H3 in “ETG 16-058-R2”:

“Agreed the parent document would clarify that the KFD operator somehow informs the KFD of the target application and the parent document will determine reserved port number(s) associated with the target application types.”
	Better spot to put this in 3.7.2 session handling (page 22 last paragraph). The KFD shall be configured with the underlying transport address and TCP port of the desired target and the expected application type

	M23
	26 - 28
	3.7.1 - 3.7.1.2
	E
	AR
	The content of AACD-A section 3.7.1 is not unique to UDP. 

Suggest the new material in addendum section 3.7.1.2 does not need to be a subsection and can be described as additional text to AACD-A section 3.7.1.
	Agree, will remove 3.7.1.1 and 3.7.1.2 sub headings. Content becomes additional to 3.7.1.

	H72
	
	3.7.1.2
	T-
	AR
	It’s not clear that H37 from “ETG 15-022-R11” is addressed in the document:

ES: It would be nice, agree to add something like Figure 4 from AACA-A.

Should be figure 4 from AACD-A.
	Assumed section 3.7.1.2, Figure 3 was intended to address this previous comment.

Ok with existing Figure 3.

	H70
	22
	3.7.2
	T-
	AR
	“ETG 16-054-R2” shows multiple Sessions within a given Exchange Session.  This does not appear to be reflected in the document.
	Assumed section 3.7.2 for comment ordering purposes.

Will pull multiple session transfers into session exchange, including text describing the additional session.

See M26 for similar comment 

	H69
	23
	3.7.2
	T
	AR
	HRS8 of “ETG 16-058-R2” does not appear to be addressed in the document (see highlight):

Proposed Resolution: The warm start is intended to provide a TEK that will be used to outer layer encrypt the KMM transfers. When the KFD interface optionally protects the connection, the following excerpt from AACA-A section 13 applies to the KFD interface:

“When a key of a specific algorithm is transported in a KMM, it shall be inner layer encrypted, outer layer encrypted, and MAC'd using the same algorithm type. The algorithm used shall be equal to or greater than the security strength of the transported key.”

See clarifications in R1.

11.14.16: Discussion conclusions:
- Agreed that the AACA-A excerpt in the proposed resolution is relevant to KMM exchange on the KFD interface. 

- Agreed with the parent document should address the scenario where multiple connections may be needed when exchanging keys of different algorithms in order to adhere to the intent of the AACA-A excerpt.
- Agreed with the clarifications made in R1.
	Have assumed this applies to section 3.7.2 area.

When keys of multiple algorithms are transported, it shall be outer layer encrypted, and MAC’d using an algorithm of strength equal or greater than the strength of one of the inner transported key.

Needs to mention multiple connections, and restart Warm-Start when doing so. Could send keys in a single exchange session with multiple alg types, or have multiple exchange session, each with a separate alg outer layer type.

	H24
	21
	3.7.2, 1st para.
	T-
	AR
	Should the reference be to 3.9.2.33 (Session Control KMM)?
	Agree

	H25
	23
	3.7.2, 3rd to last para.
	T-
	AR
	I think the last sentence is trying to say something as follows: “The KFD should may attempt to continue session communications with the Target using this another Key ID for the temporary TEK.”
	Agree

	H26
	23
	3.7.2, 2nd to last para.
	T+
	O
	In the last sentence, “direct KFD interface” needs to be more clearly described/defined.  If the KFD/Target has an “AACA” key memory which can be loaded per AACD-A, that makes sense, but given the preceding text in the paragraph, these keys are specifically not stored in the “AACA” key memory, and thus, must require some other means of loading.  I suppose they could be “unassigned” keys?  See H41 in “ETG 15-022-R11”.

Also, do we need to address the KFD RSI(s) – Individual, KMF(s?) and AF(?) – and Message Number Periods?  See H48 in “ETG 15-022-R11”.
	Andy/others need more time to think about,

· How does KFD or Target locate KEK/TEK, MN, RSI etc

· How does these details get loaded into both KFD and Target
Also see M33

Agree only algId & keyId required to identify the TEK/KEK used to protect this interface. 

Suggested wording “.. shall support manual entry methods. The Load Unassigned Key procedures may also be supported, as defined in section XX.”

MNP still needs discussion, see M51.
 

	H27
	24
	3.7.2, 5th para.
	T-
	AR
	If the target (of the Version 0 Ready Request) is a KMF, AF or KFD, what should the response be?  (In AACD-A, if the MR does not support the Session Control, it simply does not respond and the KFD times out.  In this case, a NAK with an appropriate status might be better.  In the following paragraph, Status == $03 is used.)
	Version 0 only appropriate to MR, any other Targets shall not support this version, and respond with Status == $03.

	H28
	24
	3.7.2, 5th para.
	T-
	AR
	If the Target is a MR, this is a slight change from AACD-A (where the MR does not respond – see the “Step 1” text in AACD-A).
	If a KFD sends a v0 ready request to the Target, and the Target supports v1 + v0, the Target shall reply with a v0. If the Target does not support either v0 or v1 then it may time out as per existing AACD-A exchange.

	H29
	24
	3.7.2, 5th para.
	T-
	AR
	The retry only makes sense if the target is a radio (see H27).
	The KFD may retry …. 

	M24
	29
	3.7.2
	E
	AR
	It is not clear how the information provided here supplements the information in AACD-A section 3.7.2.

Suggest that the addendum introduce a new subsection 3.7.2.1 to describe the “version 1” exchange procedure. This new subsection should follow the style of AACD-A 3.7.2 (“version 0 exchange procedure) and should address how interoperability is provided when the KFD or the target do not both support version 1.

Regarding interoperability:

A KFD may support version 0, 1 or both.

An MR may support version 0, 1 or both.

A KMF, AF or KFD can only support version 1.

If a target device that receives a session control message version that it does not support it should respond with a Negative Acknowledgement message. A KFD using a version 1 session control message with an MR that only supports version 0 may revert to version 0 after receiving a Negative Acknowledgement from an MR.
	 Will reword initial sentence saying this is V1. V0 see AACD-A.
Will get rid of the “re-Uses” phrase.

	M25
	29
	3.7.2
	E
	AR
	See previous comment about a new subsection for version 1 exchange procedures. 

Based on the previous suggestion, we suggest replacing the 2 introductory paragraphs with something like this:

the following clarifications to the first paragraph:

“This addendum introduces a modification to the Exchange Procedure. The exchange procedure in AACD-A can be considered: “version 0” and the exchange procedure described here can be considered: “version 1”. A KFD shall use the version 1 exchange procedure with KMF, AF and KFD target application types and may use version 1 with an MR target application that also supports version 1. The version 1 exchange procedure has the following parts:”
	Will add “A KFD shall use the version 1 exchange procedure with KMF, AF and KFD target application types and may use version 1 with an MR target application that also supports version 1.”

	M26
	29
	3.7.2
	T
	AR
	The 7 parts do not reflect the possibility of a single physical target being capable of multiple logical target applications (i.e. target is KMF and AF). In such a scenario, after part 6 ends the original session, the KFD may optionally start another session associated with the additional target application capability. This suggests that after step 6, steps 3-6 may optionally occur again.
	See H70, but this incorrectly mentions application type, the comment referred to multiple session transfer type within one application which is covered by H70 resolution.


	M27
	30
	3.7.2
	E
	AR
	Suggest the following clarifications to the paragraph under the bounce diagram:

“Error! Reference source not found. illustrates the use of the generic version 1 exchange session procedure in the context of each new Target KFD interface scenario. An Within the exchange procedure, each exchange session is dedicated to information exchanges associated with a single Target application type. For instance, a KFD may connect to a KMF for the purpose of exchanging information associated with a KMM Transfer of Key Material procedure. In this case the KFD would perform all necessary information to transfer KMMs to the KMF and then send the Session Control (Transfer Done) message. Once the KMF Target Application receives this message, it has the opportunity to deliver KMMs to the KFD followed by a Session Control (Transfer Done) message. Once the KFD receives the Session Control (Transfer Done) message from the KMF Target, the KFD may optionally start another exchange session associated with a different target application type or the KFD may terminate the connection by sending performs the Session Control (End Session Disconnect Session) message. sequence followed by the Session Control (Disconnect) sequence. The target is then expected to acknowledge by responding with a Session Control (Disconnect Ack) message.”
	illustrates the use of the generic version 1 application exchange. An Within the application exchange, the connection is dedicated to information exchanges associated with a single Target application type. For instance, a KFD may connect to a KMF for the purpose of exchanging information associated with a Transfer KMM session type. In this case the KFD would transfer KMMs to the KMF and then send the Session Control (Transfer Done) message. Once the KMF Target Application receives this message, it has the opportunity to deliver KMMs to the KFD followed by a Session Control (Transfer Done) message. Once the KFD receives the Session Control (Transfer Done) message from the KMF Target, the KFD may optionally start another exchange session type associated with same application type or the KFD may terminate the connection by sending the Session Control (Disconnect Session) message. The target is then expected to acknowledge by responding with a Session Control (Disconnect Ack) message.”

	M28
	31
	3.7.2
	T
	AR
	Second paragraph under the bounce diagram:

See ETG 16-058-R2 Agreed Resolution for RS3 which states:

“Agreement for use of port numbers in the connection establishment signaling to identify the desired target application type.”

And:

“…parent document will determine reserved port number(s) associated with the target application types.”

Suggest the following clarification to the paragraph:

“The KFD operator may select the desired target application type by some means (outside the scope of the standard). The KFD shall be configured with the underlying transport address of the desired target and the expected application type (i.e. KMF, AF, KFD or MR). For a KFD network connection this consists of an IPv4 address and TCP Port number. After the physical connection is established, To establish the connection with the target the KFD sends a Session Control (Ready Req) and the Target responds with a Session Control (Ready General Mode). During the connection establishment, the underlying transport address of the desired target and the expected application type is provided to the physical target device. In the KFD connection establishment response, the Source Device Type octet is used by the KFD as a confirmation that the target device supports the application type identified by the underlying transport associated with the Session Control (Ready Req) message.”
	

	M29
	31
	3.7.2
	T
	AR
	Third paragraph under the bounce diagram:

Suggest deleting the first sentence since it places a requirement on the operator and not the protocol being defined. 
	Will change to “outer layer encryption may be applied”.

	M30
	31
	3.7.2
	E
	AR
	Third paragraph under the bounce diagram:

Suggest the following clarification to the second sentence:

“The session establishment sequence allows the KFD to may determine whether it wants to optionally protect the connection transactions using a TEK, either pre-provisioned or delivered using the Warm Start procedure.”
	The session establishment sequence allows the KFD to optionally protect ….

	M31
	31
	3.7.2
	E
	AR
	Fourth paragraph under the bounce diagram:

Suggest the following clarification to the third sentence:

“The TEK delivered by the Warm Start shall be discarded at both...”
	Agree

	M32
	31
	3.7.2
	E
	AR
	Fourth paragraph under the bounce diagram:

Fourth sentence is redundant with the second sentence. Suggest deletion of the fourth sentence or modifying the second sentence.
	Agree. 

	M33
	31 - 32
	3.7.2
	T
	AR
	Paragraph 7 under the bounce diagram:

Suggest the following clarifications:

The pre-provisioned TEK or the KEK used during the optional Warm-Start procedure to deliver a temporary TEK required for encrypting communications between the KFD and a network connected Target must be present in both the KFD and Target devices. These keys are not required to be stored as part of the key storage map defined in [AACA-A] since the keys are never referenced via the key’s SLN and Keyset ID. The loading of these keys into the KFD or Target may be via a direct KFD interface or manual entry.
	First sentence editorial and ok with changes. 

Second part is same as H26 and still open.
H26 makes the manual entry method mandatory for loading TEK or KEK and has the agreed wording.

	M34
	32
	3.7.2
	T
	O
	Paragraph 8 under the bounce diagram:

Suggest clarifying the first sentence as follows:

“If the Target receives a KMM within a session connection that does not have the appropriate outer layer encryption applied includes an algorithm ID or Key ID that the target does not support, it shall....”
	3 scenarios,

a) Unprotected connection and protected KMM received.

b) Protected connection and unprotected KMM received.

c) Protected connection and protection failed, e.g.

· target does not find the TEK

· cannot decrypt/decode KMM using TEK
· other tbd

Need closer look at each of the responses and Target actions
Does protection = encryption or also authentication, replay etc, if so may be more error handling required. See M51

	M35
	32
	3.7.2
	E
	AR
	Paragraph 9 under the bounce diagram:

Authentication KMMs defined by AACD-A do not use an RSI and the statement about populating the KMM Header fields seems unrelated to the Exchange Procedure. 

Suggest deletion of the paragraph.
	RSI are required, will keep paragraph in.

	M36
	32
	3.7.2
	E
	AR
	Paragraph 10 under the bounce diagram:

What is meant by: “do not show the session information”?

Are you trying to say that section 3.8 only shows the KMM command/response portion of a session on a feature by feature basis?
	Will change to “Subsequent sections in this document only show the KFD to Target KMM procedures and Target to KFD KMM procedures, which use KMM procedures associated with each Target segment.”


	M37
	32
	3.7.2
	T
	AR
	Paragraph 11 under the bounce diagram:

The inactivity timer applies to all target types, not just the new target types. Also, AACD-A section 3.7.2 does not clearly identify which session control KMM starts the inactivity timer for a version 1 exchange procedure. 

Suggest that the Session Control KMM used to establish the connection is the appropriate one to start the inactivity timer for the version 1 exchange procedure. 
	Will add words to indicate when timer is started.

Will add that this timer is applicable to all targets when using v1 exchange.

	M38
	33
	3.7.2
	E
	AR
	Paragraph 12 under the bounce diagram:

Suggest moving this text to section 3.9.2.33.

Also see comments for section 3.9.2.33.
	Will move to messages section.

	M39
	33
	3.7.2
	E
	AR
	Paragraph 14 under the bounce diagram:

Suggest the following clarifications:

If a KFD sends a Version 1 Session Control Ready Request to the Target and the Target does not support this version of the KFD interface it should respond with a Negative Acknowledgement KMM (Status = $03 Invalid Message ID). This scenario should only occur when the Target is an MR. The KFD should may retry using a Version 0 Ready Request if it receives this negative acknowledgement from the Target in response to a Version 1 Session Control.
	Will add additional text to indicate Target may not respond or send negative ACK.

 

	M40
	33
	3.7.2
	E
	AR
	Paragraph 15 under the bounce diagram:

Agree that a version 1 exchange procedure should use version 1 Session Control messages for the duration of the connection. 
	Will change to indicate Version1 messages are used within the connection is V1 used to establish.

	M41
	33
	3.8
	T
	AR
	Section 3.8 of AACD-A describes the KMM exchange procedures used in support of the manual rekeying features of section 2. 

See previous comments about restructuring the addendum section 2 – 2.4.22 information and describing new features being introduced. 

For section 3.8, rather than trying to replace AACD-A section 3.8 text to accommodate the new interface applications and associated features/procedures, we suggest the addendum provide new introductory level material associated only with the procedures for the new features associated with the new interface applications. New subsections would then describe the procedures for the new features. A future AACD revision would then deal with rewording the introductory text to accommodate the manual rekeying feature procedures and the new feature procedures. 

MSI is willing to help draft the material.
	 Will leave existing AACD-A text as is, and only add new text to supplement it. Leave any procedures such as Keyload unmodified and add separate/new sections when these procedures are extended/modified.

	H30
	24
	3.8, 1st para.
	E
	AR
	Would prefer that “recipient” be “target” (last word of paragraph).
	Will change to “for transfer.” 

	H31
	24
	3.8, last para.
	T-
	AR
	In the last sentence, “…the KFD is connected to multiple targets…” implies multiple devices – e.g. 10 radios.  Recommend something like “…the KFD may be connected to a device implementing multiple targets, e.g. a combined KMF/AF, and so…”
	Suggest, “the KMF may require a series of connections to multiple targets, and so…” 

	M42
	40
	3.8.17
	E
	AR
	Following the style of the information in AACD-A 3.8 subsections, much of the information here is more appropriate for the KF-ENV command and response detailed description sections (Discuss). 

Considering KMM Forwarding as a new feature, suggest that a single subsection that provides a brief description of the 3 stages (KFD and KMF/AF, KFD and MR, KFD and KMF/AF) of the feature with appropriate diagrams.
	Will merge 3.18.17, 3.8.18 and 3.8.19 into a single feature “KMM Forwarding”.
Will also move the response kind tables to the section where the messages are defined.

	M44
	42
	3.8.18
	T
	AR
	While the inventory exchange may be useful, it should not be required and should be described as optional.
	 Will make inventory optional

	M45
	42
	3.8.18
	T
	AR
	See previous comment about removing details from this section. 

The description in the table for the KF-Env-Rsp does not seem correct (i.e. KMM in envelope may not have a response). For this stage of the KMM Forwarding feature, the response will indicate successful or failed delivery of the envelope and, if successful, the response may include a response KMM intended for the source of the original envelope.
	Will be clearer when response table moves to messages section.

	M43
	40
	3.8.17
	T
	AR
	Text should describe a sequence of command/response exchanges and not: “send one or more” followed by responses.
	Will drop “or more” text.

	M46
	44
	3.8.20
	T
	AR
	Reference in the first row of the table is incorrect. Should be 3.9.2.40 Report Paired Authentication Key command KMM.

See comments on 3.9.2.40 and 3.9.2.41 regarding KMMs to use for this feature.
	 Agree.


	M47
	45
	3.8.21
	T
	AR
	Section 2.3.2 introduces a feature called: “Load Unpaired Authentication Keys”. This section describes the KMM exchanges for that feature but calls it: “Transfer Unpaired Authentication Keys”. Suggest consistent use of “Transfer Unpaired Authentication Keys”.

See comments on 3.9.2.36 and 3.9.2.37 regarding KMMs to use for this feature..
	Agree, will change text in section 2 to match

	M48
	46
	3.8.22
	T
	AR
	Section 2.3.3 introduces a feature called: “Load Paired Authentication Keys”. This section describes the KMM exchanges for that feature but calls it: “Transfer Paired Authentication Keys”. Suggest consistent use of “Transfer Paired Authentication Keys”.

See comments on 3.9.2.38 and 3.9.2.39 regarding KMMs to use for this feature..
	Agree, will change text in section 2 to match

	M49
	47
	3.8.23
	T
	AR
	See comments on 3.9.2.42 and 3.9.2.43 regarding KMMs to use for this feature.
	Revisit once messages are discussed.
See M61, agreed to keep new messages so no change required.

	M50
	48
	3.9
	T
	AR
	This doc should identify new KMMS or existing KMMs that are modified to support the new interface application scenario features. Perhaps the introductory sentence above the table could be clarified to reflect this point?

Also, the table needs to be reviewed after all comments about the features, associated procedures and associated KMMs have been resolved. 
	Will modify first sentence to convey these are the new KMMs added by this addendum. Keep text describing OTAR as some of these KMMs are re-used.

Review after we get through specific KMM comments.
Will update if there are any changes to the KMMs as a result of other comments.

	M51
	49 - 51
	3.9.1 and 3.9.1.1
	T
	O
	Security of the interface applications needs further discussion. 

Discussion points:

- One may assume that direct connections are likely to be secure and remote connections using a network may be unsecure (unless the network is in a secure domain) however, the standard should not presume any particular connection type is secure or insecure. This needs to be a KFD operator decision. 

- For network connections, use of industry standard security mechanisms may be desirable. 

- Use of Message Numbers for KFD/MR connections does not seem practical.

- It is not clear how the KFD or other endpoint devices know whether to use KMMs with or without Message numbers and/or MACs. 

- Which KMMs are to use Message Numbers and/or MACs?

- The procedures for when and how to use Message Numbers and/or MACs needs further discussion and documentation. 
	Will wait until Alan on call to discuss

Do we need application layer security.

Example of industry standard would be IPSec, still susceptible to replay.

Discuss further.

	H32
	35
	3.9.1
	T-
	AR
	“Secure connection” and “insecure connection” should be defined.  Perhaps reference/repeat Editor’s Note 4 on page 23?
	Will add same reference note in here

	H33
	35
	3.9.1
	T-
	AR
	May need some clarification that these KMM Header Definitions only apply to the KFD-sourced KMMs and Envelopes, but not the KMMs within the Envelopes.
	Will add statement to this effect in this section.

	H34
	35
	3.9.1, 1st para.
	T-
	AR
	Should “MR” be “target”? (6th bullet)
	Yes, will change proposed text.
Will also modify so existing KMM header fields are not changed, but will add secure & insecure header field definitions.

	H35
	35
	3.9.1, 2nd para.
	T-
	AR
	Requiring the Enhanced MAC precludes the use of DES, I think… (5th bullet)
	Reference AACA-A, section 13.5 that defines MAC for both AES and DES.

	H36
	35
	3.9.1, 2nd para.
	T-
	O
	How are Message Numbers to be handled when the All-Call RSI is used?
	Waiting for M51

	H37
	35
	3.9.1.1, 1st para, last sen.
	T-
	O
	Specifying “KMM command” might make this clearer: “To identify each MN, a KMM command sent from the KFD includes a KFD MN, a KMM command sent from the Target includes a Target MN.”
	Waiting for M51

	H38
	36
	3.9.1.1, 1st para, 3rd sen.
	T-
	O
	Should “Target” be “KFD”?  “When sending a response to a Target KFD command, the Target uses the KFD MN and inserts it into the MN field of the response.”
	Waiting for M51

	H39
	36
	3.9.1, 3rd para.
	T
	O
	MN synchronization needs more elaboration.  If the Message Numbers are out of sync, how will Session Control/Ready Req. succeed, or the optional Warm Start?  Perhaps, only encrypted messages should have Message Numbers?
	Waiting for M51

	H40
	39
	3.9.2.17, Table 15
	E
	AR
	Should Table 15 be titled “Extended Decryption Instruction Octet” (instead of “KFD TCP…”)?
	Agree

	H41
	39
	3.9.2.17, Table 15
	T
	AR
	Should Unassigned Keys be forbidden for MR targets?
	See M52

Agree, will at a note saying unassigned keys should be forbidden for MR Targets.



	M52
	54
	3.9.2.17
	T
	AR
	The “unassigned” indication should include Key ID field not used/ignored. 

Also, is there some reason bit 6 was selected for the indication of assigned/unassigned? It seems more orderly to start “un-reserving” bits starting with bit 0.


	When U = 1, need additional flags to define when the following key identifier fields are valid
· Keyset ID

· SLN

· Key ID

· KEK/TEK status (Key Format)

Will use 4 bits from the reserved for these flags.

	M53
	57
	3.9.2.33
	T
	AR
	I believe ETG 16-054-R2 documents the agreed modifications for the session control message used with a version 1 exchange procedure. That document does not mention including WACN/System ID information. Please explain the rationale behind including this information. The need is not apparent to MSI. 

See other comments on the use of Message Numbers. 


	Agree to remove the WACN and SYSTEM ID from session control fields. Failure to delivery from KFD to AF will still be reported, just during AF KMM procedure, instead of earlier in session control.
Need to also remove a paragraph from 3.7.2 that describes AF session exchange.

MN covered elsewhere.

	M54
	59
	3.9.2.34
	E
	AR
	In the “Destination RSI” paragraph, suggest the following clarifications:

“When used for a forwarded KMM Command this identifies the MR destination within of the forwarded KMM Command. When used for a forwarded KMM Response this identifies the KMF or AF destination of the forwarded KMM Response. This field does not refer to the KFD RSI that is used within other addressing messages.”
	Agree, but will keep the “KMF or AF” text.

	M55
	59
	3.9.2.34
	T
	AR
	Why is the P bit needed?

Previous discussions concluded that the content of the forwarded message should be “opaque” to the KFD delivering the forwarded message. This seems to violate that agreement.

Note also that in other standard documents a “P” bit refers to “protected”. 

Note also that since the KFD need not concern itself with the Forwarded KMM, there is no need to mention response kinds associated with the Forwarded KMM. 
	2 forms of Modify-Key Command were the likely driver behind adding the ‘P’ bit. This could identify which form is in the Forwarded KMM.

Will add additional note, “The KFD cannot enforce the response kind expected by the KMF or AF for Forwarded KMMs.”
New KMMs that cannot be used by OTAR needs to added to section 3.9.

	M56
	59
	3.9.2.34
	T
	AR
	The sentence above the table states: “The following table describes Forwarded KMMs that may be used as a KMM inside this message and the applicable use case”. 

The need for the table is not clear. It introduces “use cases” that aren’t explained and do not directly trace to new interface application features or procedures and seems to only reflect an opinion on which KMMs “may” apply and when. We believe the table has the potential for implying required and prohibited use of certain KMMs and so, we suggest deleting the table. 
	Replace Yes with specific KMM reference from AACD or AACA.
‘-‘ entries will change to N/A to indicate these are KMMs the KMF/AF should not be forwarding.

	H45
	43
	3.9.2.34, Table 18
	T
	AR
	Which Modify Key is described here, the AACA one, the AACD one, or both?  Seems like OTAR Provisioning requires the AACD one, while OTAR Forwarding could require the AACA one. (&see H60 in “ETG 15-022-R11”)
	OTAR provisioning to reference AACD-A, OTAR forwarding to reference AACA-A.
See M56

	H42
	42
	3.9.2.34, Table 17
	T
	AR
	The format of the “Forwarded KMM” needs to be described – presume it’s the “Data Link Independent KMM Datagram” from AACD-A, Figure 4.  (&see H57 in “ETG 15-022-R11”)
	Will add statement pointing out this.

	H43
	42
	3.9.2.34, Table 17
	T-
	AR
	Is there a problem with the length of the Key Fill Envelope Command Message and DLI KMM’s of 478 octets?  (See Section 3.9 in AACD-A.)  (&see H64 in “ETG 15-022-R11”)
	Motorola want to keep the forwarded KMM to current max size of 478 octets. 

Will add additional note specifying the max Envelope KMM size in octets, and indicate this is larger than the existing AACD-A max DLI KMM size but only applicable to Envelope KMMs.


	H44
	42
	3.9.2.34, 2nd para.
	E
	AR
	Recommend adding “forwarded” to the second sentence: “When used for a forwarded KMM Command this identifies…”
	Agree, See M54 resolution

	H63
	42
	3.9.2.34
	T
	AR
	What validation should the Target perform on the Envelope Destination RSI?  (Also need to consider the OTAR Provisioning case where the Target has no Individual RSI.)
	Will add additional text to the KMM forwarding procedure 3.8.18,

“If the Target MR has an individual RSI, and the P bit is zero, it shall reject envelope command KMMs that do not have a matching destination RSI.”
Will also add similar statement in this section.



	H74
	44
	3.9.2.34
	T-
	AR
	The last part of the note is not necessarily true: “…i.e. the MR’s modified RSI is not visible to the KFD during KMM forwarding.”  The MR’s RSI is used in the Envelope KMMs.  Should there be a KMF requirement to send all envelopes with the same (MR) RSI even if the RSI is changed within one of the envelopes?
	Don’t want to remember the individual RSI for subsequent KMMs after a Change-RSI (individual) occurs on a MR.
Target MR should change its RSI on the KMM header response.

All subsequent envelope KMMs delivered to this MR should use the new Target MR’s RSI.

Replace sentence with “The KFD shall look at the source RSI in KMM header responses and deliver other envelope KMMs with matching individual RSI, to the MR.”

	M57
	62
	3.9.2.35
	T
	AR
	The description on how and when this response KMM is used needs to be clarified. The Key Fill Envelope Response KMM is used to respond to the receipt of a Key Fill Envelope Command KMM in the following scenarios:

1. KFD is indicating that receipt of a Key Fill Envelope Command from a KMF or an AF was successful or failed. In this scenario there will be no KMM to be forwarded by the response so the Destination RSI and Forwarded KMM fields are not used (not present?). 

2. MR is indicating that receipt of a Key Fill Envelope Command from a KFD was successful or failed. In this scenario, a “success” indication is likely to include a KMM to be forwarded so the Destination RSI and Forwarded KMM fields are used. 

3. KMF or AF is indicating that receipt of a Key Fill Envelope Command from a KFD was successful or failed. In this scenario there will be no KMM to be forwarded by the response so the Destination RSI and Forwarded KMM fields are not used (not present?).

Based on the above, use of the AACA-A status field seems inappropriate for these scenarios. We suggest a single bit can indicate success/fail and another single bit can indicate whether the Destination RSI and the Forwarded KMM fields are used/present.

As previously mentioned, the P bit does not seem necessary. 
	Will spell out which status codes are relevant to KMM forwarding.
Reference AACD-A as it adds 2 new status codes.

Specific KMM Forwarding failure conditions:

· Envelope KMM corrupt can use “$01 Command could not be performed”
· Dest RSI not the MR can use “$0F Invalid Subscriber ID’

	M58
	62
	3.9.2.35
	E
	AR
	Destination RSI description is awkward. Should re-use text from 3.9.3.34.
	Agree, will use text from 3.9.2.34 and other comment changes to it.

	M59
	62
	3.9.2.35
	E
	AR
	Octet 5-n description is awkward. Should re-use text from 3.9.2.34.
	Agree, will re-use text but only KMM responses in this message.

	H46
	44
	3.9.2.35, 1st para., 3rd sen.
	T
	AR
	This sentence is not clear: “This message only indicates acceptance of the initial KMM forward by the KFD, the delivery to an MR or the final KMM forward by the KMF/AF.”  Could this not be as simple as the ER is always provided in response to an EC?  Stage 2 of Annex C shows the MR responding with an Env-Command instead of an Env-Response, but maybe that’s a mistake?
	Will add suggested sentence before the 3 uses of the command/response messages.
See H58 for the ‘T’ portion of this comment

	H47
	45
	3.9.2.36, last para.
	T-
	O
	I don’t think we have any examples of 128-bit AES keys wrapped by 128-bit AES keys (or 256-bit AES keys).  Are 128-bit AES UKEKs a thing?  (&see 3.9.2.38)
	128-bit AES is a standard algId value.
AACA-A KEK rules apply which says 128-bit or 256-bit AES can wrap 128-bit AES authentication key.

Satisfied that the wrapping is covered, can use invalid algId status code to deal with unsupported algId KEK in this message. Will add a sentence about this into the doc.
Andy to look into whether Motorola supports 256bit wrapping of 128bit authentication keys. Motorola ok with 256-bit and would prefer this if we’re going to pick or enforce one algId wrapping strength key.
Leaving open for Jim/Alan to look into.


	M60
	63
	3.9.2.36
	T
	AR
	This new KMM is very similar to the Load Authentication Key Command KMM described in section 3.9.2.25 of the published version of AACD-A. We believe the AACD-A reference should be to 3.9.2.25. 

We also believe the existing Load Authentication key command described in AACD-A section 3.9.2.25 can be used in the scenario where an AF is providing an unpaired authentication key to the KFD. The AACD-A command need not contain an SUID when B0 of the Authentication Instruction Format Field is set to 0.

Suggest we do not create a new KMM that does the same thing as an existing KMM. 
	Previous comment resolution MS44 from ETG 15-022 was where the suggestion for new messages came from.
Previous document tried using new version of existing KMMs
Motorola ok with the new messages created, they provide clarity for some of the new KFD features even though the content is the same.

	H48
	46
	3.9.2.36, 1st sen.
	T-
	AR
	Should the reference be to 3.9.2.25 instead of 3.9.2.24? (&see 3.9.2.38, 3.9.2.40 & 3.9.2.42)
	Yes, will change here and others.

	H49
	46
	3.9.2.37, last sen.
	T-
	AR
	Should the reference be to 3.9.2.26 instead of 3.9.2.25? (&see 3.9.2.41)
	Yes, will change

	M61
	64
	3.9.2.37
	T
	AR
	We believe the AACD-A reference should be to 3.9.2.26.

AACD-A describes use of the Authentication Instruction Format Field and lists the error status conditions from AACA-A and identifies which ones apply to the KFD/MR interface application scenario. A simple reference to the status field description found in AACD-A seems inadequate. It also seems unnecessary to create a new KMM when an existing KMM can be used.

We suggest the existing Load Authentication Key Response KMM be reused. This requires some discussion on how the Authentication Instruction Format Field would be used and which status conditions are appropriate in this new interface application scenario. 
	Agreed to keep the new KMM messages.

See M57 for similar status codes required for KMM forwarding.
Will list relevant codes if they are applicable to the new Authentication features.

	M62
	65
	3.9.2.38
	T
	AR
	This new KMM is very similar to the Load Authentication Key Command KMM described in section 3.9.2.25 of the published version of AACD-A. We believe the AACD-A reference should be to 3.9.2.25. 

We also believe the existing Load Authentication key command described in AACD-A section 3.9.2.25 can be used in the scenario where an AF is providing a paired authentication key to the KFD.

Suggest we re-use the existing Load Authentication Key Command KMM in this scenario rather than creating a new KMM that does the same thing as an existing KMM.
	See M60, keeping the new KMMs.

	H50
	46
	3.9.2.38, last sen.
	E
	AR
	Should the table reference be to Table 22 instead of Table 20?
	Yes, will change.

	H51
	47
	3.9.2.39
	T-
	AR
	Should Section 3.9.2.26 be referenced for the field definition of “Status” (Table 23)? (&see 3.9.2.43)
	Yes, will add this definition reference.

	M63
	66
	3.9.2.39
	T
	AR
	Bits are not defined.

Instead of creating a new response KMM, we propose un-reserving some bits in the Authentication Instruction Format field of the current Load Authentication Key Response KMM to indicate the K/SUID pairing has been received by the KFD (but not yet delivered to a radio).
	 See M60/M61, will review status codes relevant

	M64
	66
	3.9.2.40
	T
	AR
	This new KMM is very similar to the Load Authentication Key Command KMM described in section 3.9.2.25 of the published version of AACD-A. We believe the AACD-A reference should be to 3.9.2.25.

The existing Load Authentication Key Command KMM may include a K/SUID pair when B0 of the Authentication Instruction Format field is set to a value of 1.

We suggest using the existing command KMM rather than creating a new KMM.


	See M60, agreed to use new command/responses.


	M65
	67
	3.9.2.41
	T
	AR
	We believe the AACD-A reference should be to 3.9.2.26.

AACD-A describes use of the Authentication Instruction Format Field and lists the error status conditions from AACA-A and identifies which ones apply to the KFD/MR interface application scenario. A simple reference to the status field description found in AACD-A seems inadequate. It also seems unnecessary to create a new KMM when an existing KMM can be used.

We suggest the existing Load Authentication Key Response KMM be reused. This requires some discussion on how the Authentication Instruction Format Field would be used and which status conditions are appropriate in this new interface application scenario.
	See M60/M61, agree to use new command/response KMMs. Status code will be defined.

	M66
	67
	3.9.2.42
	T
	AR
	This new KMM is very similar to the Delete Authentication Key Command KMM described in section 3.9.2.27 of the published version of AACD-A. We believe the AACD-A reference should be to 3.9.2.27.

We believe the existing command can provide the same functionality intended by the new command if B0 of the Authentication Instruction Format field is set to a value of 1. 

We suggest re-use of the existing KMM rather than creating a new KMM. 


	See M60, will keep new KMM command.
Will ensure reference is corrected.

	H52
	49
	3.9.3.42
	T-
	AR
	Does this really only report on “successful” deletions, or does a status need to be included so that failures (deleting a paired authentication key from an MR) can be indicated?
	Will rename Report Deleted Authentication Key to just Delete Authentication Key Command/Response since there is no success/fail option, this is KFD instructing AF to delete authentication key pairing, usually as the MR key has been deleted.

	M67
	68
	3.9.2.43
	T
	AR
	The text and the AACD-A reference are incorrect.

The functionality intended by the use of this new KMM seems nearly identical to the functionality intended by the existing Delete Authentication Key Response KMM described in section 3.9.2.28 of the published version of AACD-A. We suggest the existing Delete Authentication Key Response KMM be reused. This requires some discussion on which status conditions are appropriate in this new interface application scenario and may require new status conditions such as “SUID record does not exist”.
	See M60, will keep new KMM command.

Will ensure reference is corrected.

	M68
	70 - 92
	Annex C & D
	E
	AR
	The examples are confusing. To enable review and constructive feedback, what is the intended benefit of the examples?
	Will add additional text to the introduction to say other KMM forwarding context, i.e. this is a specific example of OTAR without using CAI, protected from KMF to KFD, unprotected KFD to MR, what OTAR KMM is delivered etc.


	H54
	55
	Annex C
	T
	AR
	The MR must have an RSI for KMM Forwarding (non-OTAR Provisioning) to be used.  See 3.9.2.34 (and H59 in “ETG 15-022-R11”).  Recommend deleting the call-out.
	Will delete everything in the call-out, radio must have an individual RSI for this example.

	H55
	55
	Annex C
	T-
	AR
	Recommend changing the Warm Start call-out to the following: “Because this connection is secure, the optional Warm Start and outer-layer encryption is not used.”  (& page 66)
	Will remove call-out, intro will describe the security of KFD to MR connection.

	H56
	56
	Annex C
	T
	AR
	Is the View RSI ever needed? (since the MR RSI is present in the preceding messages? (&page 67)
	Will remove the command & response View-RSI.

	H57
	56
	Annex C
	T
	AR
	Recommend deleting the “The Forwarded OTAR KMM…” note as inner-layer encryption is required for AACA OTAR.  Or, is the intent for KMM Forwarding not to follow the rules set forth in AACA?
	Will remove the ‘may’ from this note, keys always wrapped in KEK.
KMM Forwarding always follows rules in AACA.

	H58
	56
	Annex C
	T
	AR
	Should the KF-Env-Command from the MR be a KF-Env-Response?
	Yes, will change

	H59
	59
	Annex C
	T-
	AR
	What should the KFD do if the Status of the KF-Env-Response is not successful?
	Probably belongs in expansion of 3.8.19 procedure KFD to KMF/AF final stage. 
Need to look closer at the status codes, especially if the envelope itself is invalid vs the forwarded response.

	H53
	53
	Annex C
	T
	AR
	I’m really sorry, what does “Sts” mean?  (KF-Env-Body from KMF to KFD)
	Agree, should not be there. Needs to be removed here and also in other examples in this annex.

	H60
	61
	Annex D
	T
	AR
	For Session Control Message Version $00 devices, the KFD should be permitted to remove the envelope and provide the OTAR Provisioning messages directly.  This would allow backward compatibility with older devices.
	Would be possible for a KFD to do this via existing backward compatibility of exchange session.
No additional wording necessary.

	H61
	64
	Annex D
	T-
	AR
	Should “Change-Config” be “Load-Config Command”?  (Forwarded KMM Command block and subsequent paragraph.) (&page 69)
	Agree, will change

	H62
	64
	Annex D
	T-
	AR
	Recommend deleting “Note it does not have any inner-layer key encryption as per secure KFD loading.”  It (typically) does not have inner-layer encryption (presumably) because it’s the “AACD” version of Modify Key.
	Agree, will remove this sentence.

	H64
	67
	Annex D
	T
	O
	What “RSI to be modified” should the forwarded Change RSI use?
	AACD-A references AACA-A OTAR during Load RSI procedures. But OTAR does not allow Change-RSI from value ‘0’ to a new RSI value, it uses out of memory error. 
OTAR also uses ‘0’ to imply deletion of Group RSI.

Propose changing AACD-A to describe the initial provisioning individual RSI use case to use the “All-Call” RSI value in the existing RSI field. Leaving open so manufacturers can check if this may cause issues.
Will discuss at upcoming face to face meetings.

	H65
	67
	Annex D
	T-
	O
	Should the KFD have the option of using the Target’s RSI once the KFD knows the Target has an RSI?  Either way, I believe this applies to all remaining KMMs (not just the “session control KMMs”).
	Leave open, Paul going to think about this further.
Best option may be for MR to ignore the Dst RSI field in the KF-Env-Command header, specifically when provisioning bit is set to 1.
Or does the MR have to have an individual RSI and KMF RSI before KMM forwarding can work.

	H66
	67
	Annex D
	T
	AR
	Once the Target has a valid RSI, it should start using it in communications with the KFD (instead of All-Call).
	Agree, will change for all further messages in the session.

	H67
	67
	Annex D
	T-
	AR
	The Forwarded KMM Response should be a Change RSI Response.
	Agree, will change

	H68
	67
	Annex D
	T+
	O
	If the Destination RSI of the KF-Env-Body of the KF-Env-Resp is All-Call, how will the envelope make it back to the KMF?  While the MR has not been programmed with a KMF RSI, it has seen the KMF RSI contained in the Change RSI-Command (and presumably used this in the Change RSI Response).  (Perhaps see H58 in “ETG 15-022-R11”?)
	Related to H65, will leave open.


	H73
	
	
	T-
	AR
	Is KFD to KFD adequately described?  See H53 in “ETG 15-022-R11”.
	Wording was added to TCP section 3.6.2 


Status Summary:

	
	E
	T-
	T
	T+
	Total

	Open
	0
	5
	6
	2
	12

	Pending Resolution
	0
	0
	0
	0
	0

	Agreed Resolution
	40
	34
	55
	1
	131

	Closed
	0
	0
	0
	0
	0

	Total
	40
	39
	61
	3
	143


�	 Company initials (up to 2) and a sequential number to identify the comment.


�	 IMP:  Importance.  E = Editorial – Fix it if you agree.  T- = Minor Technical – Fix it if you agree.  T = Significant Technical – Discuss it if you don’t agree, T+ = Major Technical – could result in a negative ballot if not resolved.
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